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WIRED WORLD: CYBER SECURITY

AND THE U.S. ECONOMY
Thursday, June 21, 2001

CONGRESS OF THE UNITED STATES,
JOINT ECONOMIC COMMITTEE,
WASHINGTON, D.C.

The Committee met, pursuant to notice, at 10:00 a.m., in Room 562,
Dirksen Senate Office Building, the Honorable Jim Saxton, Chairman of
the Committee, presiding.

Present: Representatives Saxton, Smith, Dunn and Putnam; Senators
Reed, Bennett, and Corzine.

Staff present: Christopher Frenze, Colleen J. Healy, Brian
Higginbotham, Paul Nicholas, Corine Bradshaw, Dianne Preece, Betsy
Holahan, Patricia Ruggles, and Matthew Salomon.

OPENING STATEMENT OF

REPRESENTATIVE JIM SAXTON, CHAIRMAN

Representative Saxton. Good moming. The Joint Economic
Committee (JEC) deals with many issues, and we think they're all
important.

Obviously, the issue of cyber security in the U.S. economy is
something that is gaining in importance with each new generation of
technology, and with each increase in capability that we make in
technology.

This issue is of great importance and of special interest to Senator
Bennett and so I'm very pleased to be here to open this hearing this
morning, and to turn to Senator Bennett at this point for any opening
statement he may have.

OPENING STATEMENT OF

SENATOR ROBERT F. BENNETT

Senator Bennett. Thank you very much, Mr. Chairman. I
appreciate your support of this hearing and the activity regarding it, and
I'm also grateful to the Vice Chairman, Senator Reed, for his willingness
to participate in the hearing and his support.

This is something that a lot of people might initially think is far afield
from the Joint Economic Committee, and say, “well it has to do primarily
with the military and why are you looking at it?”

The reason we are looking at it is because cyber threats to the U.S.
economy don't stop at the door of the Pentagon, and many people are
making it clear that future threats to the United States will be aimed at the
private sector and at crippling the U.S. economy, rather than crippling the
U.S. military. .
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So an attempt for us to find out whether the current policies
governing cyber security and cyber protection are sufficient is very much
within the purview of the Joint Economic Committee.

Technology in general and the Internet specifically have been of great
benefit to the economy. They have driven our economic growth in the
last 10 years. At the same time, they open up a whole new series of
threats that we have not traditionally had.

Traditional notions of national security focus on keeping our borders
secure, and every military operation begins by looking at the map.

As you see today — and we have demonstrations in the back — and it's
on the cover of the books that have been made available to members of
the Committee, the map of the Internet knows no borders. The map that
is displayed here and that will be displayed later in the hearing is
worldwide, and the first thing that hits you as you look at that map is that
there are no oceans, there are no mountains, there are no natural barriers.

You don't see the Internet in the same way that you would look at a
Rand McNally map. Secondly, the recognition that 85 percent of the
critical infrastructure in this country is owned by the private sector.
When the commander at the Pentagon picks up the phone to give an order
to a commander in the field, he's connected with Verizon.

And it goes over the private sector-owned facilities in
telecommunications, energy, banking, transportation systems, all of the
things that are necessary for us to keep the economy going are now
vulnerable in ways that they never have been before, and in this
interconnected world, it is the private sector and the private economy that
is on the front line.

Now the threat comes from a variety of sources and I have ranked
them in their seriousness.

The first one, and the one that we are most often confronted with is
the world of the hacker, and many of the hackers are frankly nothing
more than a nuisance. They want to break into a site in order to prove
that they can. They usually leave behind some pornographic symbol or
screen saver, just to prove that they've been there. That's called "defacing
the site."”

They want to be able to say that, well, you call up the White House
or you call up a Congressional site, or you call up a corporate site, and
there is a piece of pornography proving that we were there and we have
defaced the site. And once they've done that, they are satisfied.

Now, those who do this not only create a nuisance but sometimes
create economic devastation far beyond anything they had anticipated.

The “Love Bug Virus” is estimated to have cost several billion
dollars worldwide, and the individual who did it had no intention of
producing that kind of economic problem.

Above the hacker, in seriousness, you now have what has come to be
known as the “hactivist.” This is someone who has a cause and he'll
break into your site for that cause. He will leave behind propaganda, or



he will try to change your information that would lead people to his
position. .

Whether his cause has to do with environmental activism or political
activism or anarchy or whatever it might be, the hactivist is a little more
serious threat in terms of the economic devastation he can leave behind
than the ordinary hacker.

Then we get to the level of criminal activity. There's the freelance
criminal who simply wants to steal money, or sometimes steal your
identity to use that to make money. Sometimes he wants the corporate
identity as well as the personal identity so that he can order things or get
money transferred, but his purpose is criminal and financial.

Then there's organized crime that gets a little more sophisticated than
the freelance criminal. Organized crime not only wants to steal money,
they want to steal information, information that can then be turned into
money. And organized crime wants to monitor what's going on with
respect to law enforcement.

We saw examples of that in Seattle during the World Trade
Organization (WTO) meeting where people determined to upset that
meeting wanted to know what law enforcement was doing, and they
broke into the law enforcement networks in an effort to find that out.
And that of course has tremendous implications for the economy. '

If law enforcement can't deal with that and if organized crime is
involved in significant efforts to change money and information and
corporate identities around the world, they can have tremendous
economic impact.

Then you get above that to serious espionage. Again, this is divided
into corporate espionage. People who want to find out information in
advance so that they can manipulate your stock price, so that they can
beat you to a market by stealing your trade secrets, to national espionage
where other countries want to know what is going on in the U.S.
economy in such a way as to manipulate it or defeat it or otherwise hold
hostage America's policymakers in terms of the amount of damage that
they could do to the economy.

And then finally there is the ultimate threat and we've made the
newspapers now with respect to that possibility. This is Tuesday's US4
Today. The main story, "Cyberspace is the Next Battlefield, U.S. Foreign
Forces Prepare for Conflict Unlike Any Before," and this is the Nation
State that would say, we are going to attack the Americans not in the
traditional military way, but we're going to attack them by attacking their
economy through the Internet, and hold American presidents and
policymakers hostage by what we can threaten to do.

If we can break into the Federal Reserve’s Fedwire and shut down all
commercial activity, all financial activities in the United States, we can
break into the telecommunications system and say that nothing can
happen unless you meet our geo-political demands, that is a vulnerability
to the economy and to the country that it is very much worth looking at.
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So, Mr. Chairman, again, I thank you for calling this hearing. I think
we've assembled a panel of witnesses that are going to be very
informative and probably have a greater understanding of this than we
could have had in any other forum. And I'm very grateful to you for your
support.

Thank you.

[The prepared statement of Senator Bennett appears in the Submissions
for the Record on page 45.]

Representative Saxton. Thank you very much, Senator Bennett.
Senator Reed.

OPENING STATEMENT OF

SENATOR JACK REED, VICE CHAIRMAN
Senator Reed. Thank you, Mr. Chairman.

First, let me thank you for convening this hearing, Mr. Chairman, and
also thank and commend Senator Bennett, not only for his sponsorship
but for his active advocacy for such a hearing. It follows on his great and
visionary work with respect to Y2K undertaken together with Senator
Dodd. Senator Bennett has established himself in the Congress as not
only a thoughtful but a very active observer on the issue of cyber
security.

Today we are joined by a distinguished group of witnesses who will
try to elucidate a very complex and a very difficult field. As a Member
of the Armed Services Committee as well as the JEC, I know there is an
extraordinary confluence of national security and economic issues that
are engendered by the issue of cyber security.

Indeed, I will excuse myself shortly to go back to the hearing with
Secretary Rumsfeld.

But as Senator Bennett so eloquently pointed out, we are all today
critically linked by computers and as we move further to a web-based
economy, not only does that offer great opportunities but great
vulnerabilities. The extent to which we understand these vulnerabilities
and the extent to which we are prepared to respond to these
vulnerabilities will make our economy more vigorous, and we'll be
stronger as a nation.

I note that after our aircraft was forced down over China, if you read
the press, there was a series of attacks on our computer systems traced
back to China. So today, the response to a diplomatic impasse and, in
some respects, a military impasse, is not just the traditional one but can
be a very novel one of cyber attacks or at least cyber disruptions.

And so this hearing is extremely timely, very important, and I think
it will be a useful forum and baseline to begin further considerations.
Again I commend you, Mr. Chairman, and Senator Bennett.

I would, for the record, like to submit my formal statement.

, [The prepared statement of Senator Reed appears in the Statements for
the Record on page 47.]

Representative Saxton. Thank you, Senator Bennett.
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I would just say at this point that we have to be out of this room at
12:30, so I would like to move forward, if other Members would agree to
place their statements in the Record.

In that case, thank you very much, and I will introduce our first panel.

We will hear from Dr. Lawrence K. Gershwin, National Intelligence
Officer for Science and Technology. Dr. Gershwin works for the
Director of Central Intelligence as his principal advisor on global science
and technical developments. Dr. Gershwin will place cyber threats in the
context of globalization for the next, and will provide an overview of the
current and projected threats to federal and private sector community
networks.

I also understand that Dr. Gershwin has agreed to stay, following his
testimony, to answer any questions that may come up during the rest of
the hearing.

Dr. Gershwin, the floor is yours, sir.
OPENING STATEMENT OF DR. LAWRENCE K. GERSHWIN,
NATIONAL INTELLIGENCE OFFICER FOR SCIENCE AND
TECHNOLOGY, NATIONAL INTELLIGENCE COUNCIL,

CENTRAL INTELLIGENCE AGENCY;
~ACCOMPANIED BY BRIAN R. SHAW, DEPUTY NATIONAL
INTELLIGENCE COUNCIL, CIA

Dr. Gershwin. Thank you, Mr. Chairman, and Members of the
Committee for the opportunity to discuss cyber threat and critical
infrastructure issues.

I have a longer statement for the record that I'll submit, and I'll just
summarize my remarks here. ‘

Late last year, the National Intelligence Council published a report
called "Global Trends 2015" which presented our best judgments of the
major drivers and trends that will shape the world of 2015.

We anticipate that the world will almost certainly experience
quantum leaps in information technology and in other areas of science
and technology.

Information technology will be the major building block for
international commerce and for empowering non-state actors.

Most experts agree that the information technology revolution
represents the most significant global transformation since the industrial
revolution beginning in the mid-18th century.

The networked global economy will be driven by rapidly and largely
unrestricted flows of information, ideas, cultural values, capital, goods
and services, and people. That is true globalization.

This globalized economy will be a net contributor to increased
political stability in the world in 2015, although its reach and benefits
will not be universal. In contrast to the industrial revolution, the process
of globalization will be much more compressed. Its evolution will be
rocky, marked by chronic financial volatility and a widening economic
divide.
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As the Director of Central Intelligence testified to the Congress
earlier this year, no country in the world rivals the United States in its
reliance, dependence and dominance of information systems. The great
advantage we derive from this also presents us with unique
vulnerabilities.

Computer-based information operations could provide our
adversaries with an asymmetric response to U.S. military superiority by
giving them the potential to degrade or circumvent our advantage in
conventional military power.

Attacks on our military, economic, or telecommunications
infrastructure can be launched from anywhere in the world, and they can
be used to transport the problems of a distant conflict directly to
America's heartland.

Hostile cyber activity today is ballooning. The number of FBI
computer network intrusion cases has doubled during each of the past
two years. Information derived from the Internet indicates that since last
September, the number of hacker defacements on the world wide web
have increased over tenfold.

Meanwhile, several highly publicized intrusions and computer virus
incidents have fed a perception that the networks upon which U.S.
national security and economic well being depend are vulnerable to
attack by almost anyone with a computer, a modem, and a modicum of
skill. This impression of course overstates the case.

Information from industry security experts suggests that U.S. national
information networks have become more vulnerable, and therefore they
are more attractive as targets of foreign cyber attack.

Mainstream commercial software, whose vulnerabilities are widely
known, is replacing relatively secure proprietary network systems by U.S.
telecommunications providers and other operators of critical
infrastructure. Such commercial software includes imported products
that provide opportunities for foreign implantation of exploitation or
attack tools. _

U.S. government and defense networks similarly are increasing their
reliance on commercial software.

Opportunities for foreign placement or recruitment of insiders have
become legion. As part of an unprecedented churning of the global
information technology work force, U.S. firms are drawing on pools of
computer expertise that reside in a number of potential threat countries.

Both the technology and access to the Internet are inexpensive
relative to traditional weapons and require no large industrial
infrastructure.

Hackers since the mid-1990s have shared increasingly sophisticated
and easy-to-use software on the Internet, providing tools that any
computer-literate adversary could obtain and use for computer network
reconnaissance, probing, penetration, exploitation or attack.



Even with.technology and tools, however, considerable tradecraft
also is required to penetrate network security perimeters and defeat
intrusion detection systems.

Tradecraft also will determine how well an adversary can achieve a
targeted and reliable outcome and how likely the perpetrator is to remain
anonymous.

Let me talk about some of the groups that will challenge us on the
cyber front. Senator Bennett has already enumerated many of these, but
let me expand on that.

Firston hackers. The most numerous and publicized cyber intrusions
and other incidents are ascribed to computer hacking hobbyists. Such
hackers pose a negligible threat of widespread, long duration damage to
the national level infrastructures. The large majority of hackers do not
have the requisite tradecraft to threaten difficult targets, such as critical
U.S. networks, and even fewer would have a motive to do so.

Nevertheless, the large, worldwide population of hackers poses a
relatively high threat of an isolated or brief disruption causing serious
damage including potentially extensive property damage or loss of life.
As the hacker population grows, so does the likelihood of an
exceptionally skilled and malicious hacker attempting and succeeding in
such attacks.

Let me now talk about hactivists. A smaller foreign population of
politically active hackers, which includes individuals and groups with
anti-U.S. motives, poses some threat, but most international hacktivist
groups thus far appear bent on propaganda rather than literally on damage
to critical infrastructures.

Pro-Bejing Chinese hackers over the past two years have conducted
mass cyber protests in response to events such as the 1999 NATO
bombing of China's embassy in Belgrade.

Pro-Serbian hacktivists attacked a NATO website during Operation
Allied Force.

Similar hacktivism accompanied the rise in Israeli/Palestinian clashes
beginning last year, and several thousand webpage defacements and some
successful denial of service attacks were associated with the recent EP-3
incident.

International corporate spies and organized crime organizations pose
a threat to the United States through their ability to conduct industrial
espionage, and large-scale monetary theft, respectively, and through their
ability to hire or develop hacker talent.

Computer network espionage or sabotage can affect U.S. economic
competitiveness and canresult in technology transfer to U.S. adversaries.

Because cyber criminals' central objectives are to steal, and to do so
with as little attention from law enforcement as possible, they are not apt
to undertake operations leading to high profile network disruptions such
as damage to U.S. critical infrastructures.
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However, rampant criminal access to critical financial databases and
networks could undermine the public trust essential to the commercial
health of U.S. banking institutions and to the operation of the financial
infrastructure, itself.

Let me now speak about terrorists. Traditional terrorist adversaries
of the United States, despite their strong intentions to damage U.S.
interests, are less developed in their computer network capabilities, and
in their propensity to pursue cyber means than are other types of
adversaries that we've talked about. They are likely, therefore, to pose
only a limited cyber threat.

In the near term, terrorists are likely to stay focused on traditional
attack methods. Bombs still work better than bytes. But we anticipate
more substantial cyber threats in the future as a more technically
competent generation enters the terrorist ranks.

Finally, let me talk about national governments. National cyber
warfare programs are unique in posing a threat along the entire spectrum
of objectives that might harm U.S. interests. These threats range from
propaganda and low-level nuisance webpage defacements to more serious
espionage and very serious disruption with loss of life, to extensive
infrastructure disruption, the entire spectrum.

Among the array of cyber threats, as we see them today, only
government-sponsored programs are developing the capabilities with the
future prospect of causing widespread, long duration damage to U.S.
critical infrastructures.

The tradecraft needed to employ technology and tools effectively
remains an important limiting factor, particularly against more difficult
targets, such as classified networks or the critical infrastructures.

For the next five-to-10 years or so, only nation states appear to have
the discipline, commitment, and resources to fully develop capabilities
to attack critical infrastructures.

Let me talk some about future tools and technology. Incremental
deployment of new or improved security tools will help protect against
both remote, and to some extent, insider threats. However, the defense
will be at some disadvantage until more fundamental changes are made
to computer and network architectures, changes for which improved
security has equal billing with increased functionality.

For attackers, viruses and worms are likely to become more
controllable, precise, and predictable, making them more suitable for
weaponization. :

Advanced modeling and simulation technologies are likely to assist
in identifying critical nodes for an attack, and conducting battle damage
assessments afterwards. -

Overall, I would say that the future is quite uncertain for us in terms
of how technology will apply to this business of enhancing the ability of
attackers to attack us, but we should expect some major changes, some
of which will be unforeseen.
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The implications are that despite the fundamental and global impact
of the information revolution, the reliance of critical U.S. activities on
computer networks and the attention being devoted to information
operations, uncertainty remains whether computer network operations
will truly evolve into a decisive military weapon for U.S. adversaries.

Nonetheless, a recent CIA report, entitled, "Preserving National
Security in an Increasingly Borderless World," suggests that the
information age and advanced technology will embolden our adversaries
to target what they perceive as our vulnerabilities rather than to engage
U.S. forces directly.

Weapons of “mass effect,” such as denial of services attacks, are
likely to proliferate in the coming decade. As the technology revolution
accelerates, civilian technology will increasingly drive military
technology and the civilian sector will increasingly become the point of
attack for enemies of the United States.

Whether or not foreign computer operations mature into a major
combat arm, however, they will offer an increasing number of adversaries
new options for exerting leverage over the United States including
selection of either non-lethal or lethal damage and the prospect of
anonymity.

Adversaries will be able to use cyber attacks to attempt to deny the
United States its traditional continental sanctuary with attacks on critical
infrastructures. They could exploit U.S. legal and conceptual
controversiesrelating to defending privately operated networks with U.S.
government resources and the separation of the U.S. domestic and foreign
security establishments.

Adversaries also could use cyber attacks to attempt to slow or disrupt
the mobilization, deployment, combat operations, or resupply of U.S.
military forces. Attacks on logistics and other defense networks would
be likely to exploit heightened network vulnerabilities during U.S.
deployment operations, complicating U.S. power projection in an era of
decreasing permanent U.S. military presence abroad.

Whatever direction the cyber threat takes, the United States will be
confronting an increasingly interconnected world in the years ahead.

As the CIA report points out, a major drawback of the global
diffusion of information technology is our heightened vulnerability. Our
wired society puts all of us — U.S. business in particular, because they
must maintain an open exchange with customers — at a higher risk from
enemies.

In general, information technologies’ spread and the growth of
worldwide digital networks mean that we are challenged to think much
more broadly about national security. We should think in terms of global
security to include the dawning reality that freedom and prosperity in
other parts of the world are inextricably bound to U.S. domestic interests.

Thank you, Mr. Chairman, that concludes my oral testimony, and I'd
-be happy to entertain some questions.



10

[The prepared statement of Dr. Gershwin appears in the Submissions for
the Record on page 50.]

Representative Saxton. Thank you very much. Just let me start
with something that peaked my interest. As you walked us through the
line of problem makers, and you started with hackers and referred to them
as perhaps the least worrisome or bothersome — and I think you actually
referred to them as hobbyists — and the hacktivists as propagandists, and
gave the examples, and then the international industrial organizations, it
seemed like you were moving from the lower threat to the higher threat
categories of folks here.

And then when you got to terrorists, you surprised me—
Dr. Gershwin. Right.

Representative Saxton. — by saying that they don't currently present
that much of an issue. And that surprised me.

Can you explain why that is? Given the fact that they are very active
around the world, and have elaborate training schools, are well-funded,
sometimes by governments and certainly acquiring the capability to be
dangerous actors in terms of this subject. Why do you say they are not?

Dr. Gershwin. First of all, I want to bring up, to help me out with
the questions and answers, Dr. Brian Shaw, my deputy, but I'll try to field
this first question.

Yes, we've noted for a while that, in some sense, our judgments about
terrorists seem counterintuitive and controversial.

The issue is that — and frankly our work is based on a great deal of
classified work that we've done that I really can't talk about so much here
— in looking at the terrorist threat, we've been struck by how little
attention we have seen thus far and how little skill we have seen thus far
in the terrorists in terms of information technology.

They are beginning to use it for communication among themselves
and things of that sort but thus far, and we look at terrorist organizations
very, very closely, we simply have just not seen this particular cyber
attack capability develop.

We do believe that it's partly a generational thing — and so we do
expect, frankly, five to 10 years from now that the terrorist cyber threat
will be much more significant than it 1s today as the teenagers come into
the leadership ranks.

But terrorists really like to make sure that what they do works. Thus
far, based on their own skill levels, we would say that they are probably
not very confident that the kinds of attack tools that they could use — in
cyber threat, would give them the kinds of results that they like.

They do very nicely with explosions, so we think largely they're
working on that. They're also working on weapons of mass destruction
as well. But again, there, we haven't yet seen much from them in terms
of actual accomplishment.

The fact is that we think that at this point now, the terrorists are
really focusing primarily on more traditional means of attack. But, again,
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let me just say that this is a difficult area and we can see the possibility
of a terrorist organization six months from now focused very heavily on
cyber threat issues that we just never even saw before, we didn't even
know they existed, and that could completely change the picture.

So we're giving you kind of a snapshot of where we are today but it
could change rapidly.

Representative Saxton. Thank you. Senator Bennett?

Senator Bennett. Thank you, Mr. Chairman. And Dr. Gershwin,
thank you very much for sharing this with us.

Talk to us about the threat of the “virtual insider.” That's a term that
a lot of people don't understand, but you and I have had this conversation,
and I'd like to get that out now more publicly as a result of this hearing.

Dr. Gershwin. Well, if you can elaborate a little bit on the virtual
insider.

Senator Bennett. The person who can get into the network system
unrecognized, get down to root level, and then he owns the system as if
he were your own Information Technology (IT) person, and can go
virtually anywhere in your system undetected. He's an insider. How easy
is it for that to happen? How often do you think it does happen, and so
on?

Dr. Gershwin. The issue is the lack of adequate security in many of
our networks, which means that a reasonably dedicated intruder using
technology and tools, many of which are widely available, can over a
period of time figure out how to get inside a network, establish himself
as equivalent to a full-fledged member of that network, essentially with
the kind of access, we call it root access, that gives him the same type of
access that a system administrator would have. And essentially embed
themselves in the network in ways that are undetectable to a large extent
from anyone involved.

What that means is that then they are “owning the network,” they are
capable of essentially reading all of the communications traffic,
extracting information from databases and so on, anything that goes on
within that operation.

There are all kinds of networks that we have, many of which are
open, but many of which are rather private. But nevertheless, a skilled
intruder is capable of getting into a lot of private networks, establishing
themselves as a member, and then extracting information for either
espionage, to take the information back to enhance whatever organization
they're working for, to perhaps understand this network in order to set it
up for future attack, computer network reconnaissance, but to do this in
such a way that they are practically undetected unless we use very elegant
tools to try to figure it out. And that's hit or miss.

So this is a serious problem, it's a growing problem, we are very
attentive to it, and I'm sure there's been some public discussion of these
issues which have achieved a certain amount of notoriety. Brian, did you
have anything?
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Mr. Shaw. I would just add that there are two dimensions to the
insider. One is vulnerability in the software itself, and whether or not
systems are being upgraded and protected with the known vulnerability
patches that are available. That is an uneven process.

That's one of the angles. The other angle is in fact that common
software is constantly being exploited for known vulnerabilities and these
are being communicated across the Internet so the attack upon those
known vulnerabilities is constant.

So between those two, there are many gaps and many seams in which
these insiders and these attackers can fit their way in.

Senator Bennett. Quickly, before my time is up, I noted in your
written testimony, you referred to an independent group of security
professionals that created the Honeynet Project, placing virtual computers
on the Internet to evaluate threats that currently exist and the average
computer they found placed on the Internet will be hacked in about eight
hours.

But university networks are even worse with unsecured computer
systems being hacked in 45 minutes. Could you comment why the
universities are easier to get into than some others, or is it just a matter
of more interest in the university?

Dr. Gershwin. Let me let Brian answer that one since Brian found
this information out for me.

Mr. Shaw. University networks are, by their very nature, very fluid
with the turnover in student body happening every semester, with the
maintenance of large numbers of accounts, and thus it becomes a very
easy system in which to obtain passwords, obtain legitimate accounts,
and thus using automated worms and automated tools, to be able to
establish a presence on a university network.

University networks, also by their very nature of collaboration and
academic pursuit, are very extensively connected away from themselves,
so these connections become wonderful nodes for exploitation as a
target, as well as an opportunity for much of the hacker world.

Senator Bennett. Thank you, Mr. Chairman.

Representative Saxton. Thank you, Senator Bennett.

Senator Corzine?

Senator Corzine. Thank you, Mr. Chairman, and I appreciate very
much your holding this hearing and Senator Bennett for your leadership
in promoting this.

Coming recently from the private sector, a lot of the issues that you
talked about in the protection, particularly in the financial industry, the
topic is very apt and one that a great investment in time was put.

But I take it that from your testimony, Dr. Gershwin, that you feel
like either by act of omission that the private sector is not doing enough
to countervail the kinds of threats that you describe in your testimony.
Am I reading that right, or is it more that we don't have the tools that may
be available in the classified sector, to protect us? What do we need to
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do? What's the prescription that would accelerate that kind of protection
that will deal with the economics?

The second question I had, Senator Bennett sits on the Banking
Committee with me, and we were discussing the Export Administration
Act, and how much are we our own problem with respect to the
interconnectedness which is a reality, but is also the technology that's
developed in the United States. How much are we feeding it into the
world, and are there things and steps that we should be taking, in your
view, that may have some sense of restriction of trade but go beyond
where we are today to protect ourselves?

: Dr. Gershwin. Withregard to the second question, I'mnot sure I can
be of much help. For a variety of reasons, you know, I'd rather not deal
with that question here today.

The first question, however, is, I think a good one.

Mr. Shaw. Well industry is taking very strong steps within their
spheres. The challenge that we're facing is the collaboration between
industry and government on how to protect ourselves across a shared
network.

I would not characterize U.S. industry as being deficient in this area.
I think the issue is how we collaborate between government and industry
and how we cooperate.

Dr. Gershwin. Yes. 1 don't want you to give the impression that
we're saying that industry isn't doing enough. I've been struck by the
willingness of the industrial folks to talk with us about a lot of these
issues.

Frankly, I think part of the problem is that we in the government have
just not worked out enough mechanisms to work closely with industry on
means to protect both the government and the U.S. infrastructure itself.

This is an on-going problem. I think a lot of strides are being made,
but I think that we could do a lot more.

Senator Corzine. Are there specific steps that you think are missing
in that process other than the general sense of collaboration that should
be imposed?

Dr. Gershwin. I think if we were in a better position to share
experience, both we in the government with what we know, including
some of our classified information, and for industry to share with the
government what it in fact is experiencing in the way of attacks and
probes and so on, we've had some of that, but I think a more broad
sharing of that information would probably enable us to put together a
better composite picture of what the true threat is, what the nature of the
ongoing threat is, particularly in terms of trying to attribute who is behind
it and why are they doing it.

I mean, it's one thing to register a lot of activity and to count up
statistics on how many probes and what are going on. We have enough
tools and techniques today to be able to do some work in figuring out
who is doing this and why. That'sreally critical because some things are
just being done casually and you can defend against that.
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But more systematic determined opponents, which is I think the real
threat that we have, we need to understand that better and I think industry
has information that would be helpful to us.

Senator Corzine. Is there a centralized focus for this in the
government that should be reaching out or could be reaching out that
needs either more authority or funding or resources?

Dr. Gershwin. I couldn't speak so well to the authority and the
resources. I know that the National Security Council staff has taken some
steps recently to strengthen their role in this process. There is significant
interagency debate taking place on how to do that.

And within the Pentagon itself, I think there's been a lot of work in
that area. But I think it's going to play out probably over the next few
months in terms of more serious judgments about how the country should
go on that, .

[The prepared statement of Senator Corzine appears in the Submissions
for the Record on page 48.]

Representative Saxton. Thank you very much.
Congresswoman Dunn?

Representative Dunn. Thank you very much, Mr. Chairman. Iam
absolutely fascinated by your testimony, Dr. Gershwin.

T'have a lot of questions, some of which have already been asked, but
I feel like, as you talk about teenagers who really know what they're
doing moving into the next generation, being the heads of companies and
so forth, or people who could attempt to invade companies or
governments, it really makes me nervous.

I think Senator Corzine's question about partnerships is very
important.

Do you believe now that departments of the government are working
well together and are developing partnerships that will be helpful to us
m our defense, at least at the government level, and who are those
partners in the government that you're working with?

Dr. Gershwin. Well, I can't speak for the whole government effort
because frankly we're from the intelligence community, but we ourselves
work very closely with the Defense Department, the Justice Department,
and the FBI, with the White House. In terms of those partnerships, I
think we've had a great deal — and Department of Energy is an example
—we've had a great deal of information sharing on the types of incidents
we're concerned with, the types of threats.

Increasingly, we're getting help from the Department of Energy's
National Laboratories looking at these issues, and they have a lot of very
good technology and techniques that we can use to effect.

The FBI has been extraordinarily helpful in sharing information with
us and trying to develop a better understanding of foreign threats.

In terms of collaboration with industry, I think the Defense
Department has done an extraordinary effort through a number of
mechanisms to work with telecommunications executives. The White
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House has had an on-going committee of telecommunications executives
that, for a number of years, has been advising the White House and the
government on these issues. That has gotten stronger.

The Defense Science Board has taken a number of looks at these
issues, and that involves a great many of the industry people, both in
national security and telecommunications and in information technology.

So I think the collaboration has been good. As with many issues,
there is just a lot more that I think we can do.

Representative Dunn. And I certainly think into the future, as we
become more dependent on the Internet and cyberspace, for example,
there are going to be more and more problems associated with this.

I'm wondering if partnerships shouldn't be more effective, for
example, in the areas of trade where we are working on H1B visas to
allow our high tech companies in the United States, Microsoft from my
neck of the woods, to be able to bring employees from other nations.

I start thinking in terms of cyber moles and things like that. Are we
protecting enough in the activities that the private sector is doing in
cooperation with the government to make sure that we're not opening
ourselves up to this sort of threat?

Mr. Gershwin. Well, as I alluded to in my testimony, there's
certainly some potential for problems there. One of the issues I think is
that while we may be working with American companies on issues, at
some point there are subcontracts and subcontracts from there, and at
some point, you usually lose track of just who is doing the work for you.

And at some point, if foreign adversaries are interested in penetrating
into U.S. systems, that's one of the ways to do it is to just get hooked up
into a series of contracts where they have some ability to affect the final
products to their advantage.

It's an issue that we are attentive to. I don't have any good answers
to that, but it's certainly something that's on the screen.

Representative Dunn. Do you think the private sector is as alert and
aware as they need to be to this potential threat?

Dr. Gershwin. Frankly, I would have to say no. Ithink not because
I think that while that par of the private sector that's really i the national
security business is quite aware, the civil sector I think tends not to
regard this as a threat because it hasn't been manifested in any ways that
have caused a great deal of damage to anything yet.

There's a certain tendency 1 think, as [ alluded to in my testimony, to
look to functionality rather than security as the primary objective. You
really want things to work and achieve your business objectives and
unless you have a serious threat to your security that's been manifest,
you're probably going to be less attentive to security issues until it really
hits you in the face.

- But that's a general observation and certainly not true for everyone.
But I think that one of our concerns is to make sure that this issue comes
more to the attention of the civil sector of society, which is increasingly
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vulnerable to foreign threat and is really overall tied up into U.S. national
security in ways it has not been historically in the past.

Representative Dunn. Are there activities going on now that would
create the educational opportunity in the work that you're doing? Are you
seeing summits being held or meetings being held? Things like this
hearing that I think are very good to wake people up.

Should we be doing more in our positions representing constituents
than we're doing now, and what would be your thoughts on how we could
do that educating process?

Dr. Gershwin. There certainly have been more forums. There's just
a plethora of meetings, forums, international as well as national, on the
issues, and frankly I've seen it internationally now, which is pleasing,
because I think some of our allies are becoming more attentive to these
issues as well.

I'm not sure I have any concrete suggestions for what to do but
frankly hearings like this help a great deal because largely this issue has
been buried as a national security issue and almost retained in the
classified arena, and that doesn't get it out around the public nearly as
well as open sessions like this do.

Representative Dunn. This seems to me to be a very good topic for
summits like the World Economic Summit that takes place in Davos
every January, where world leaders are attending along with members of
the business community.

Thank you very much, Dr. Gershwin.
Representative Saxton. Thank you, Ms. Dunn.
Mr. Putnam?

Representative Putnam. Thank you, Mr. Chairman, and I thank Dr.
Gershwin for his testimony which is, as has been said, outstanding.

Recently the Hart-Rudman Commission prepared a report for
National Security in the 21st Century, and one of the many
recommendations in that report was the establishment of a directorate of
critical infrastructure protection, which would combine the information
sharing and analysis centers, the Commerce Department's Critical
Infrastructure Assurance Office, the FBI, what are your thoughts on that
recommendation, and does that send us in the right direction?

Dr. Gershwin. It's a little hard for me to really comment on that
again coming from the intelligence side of the house.

I can see certainly some benefits in centralizing more the functions
that we are talking about, but on the other hand, we work very effectively
with, even in the existing setup, with the large number of organizations
that are dealing with it.

It 1s really somewhat outside my purview to judge whether that's a
good recommendation. Ithink it's an interesting idea which ought to be
explored. I know within the government at least there's been a lot of
discussion about it, and a lot of differences of view as to how's the best
way to go.
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I would just as soon reserve judgment on that one.

Representative Putnam. To the extent that you can comment, has
there been a hierarchy identified of targets, both governmental and
commercial, and does our level of preparedness match that risk level?

Dr. Gershwin. I'm not sure that it's really been done as
systematically as you put it. I'd like to be able to say, yes, clearly we
have done all that. I'm not convinced that we really have.

Brian, do you know?

-Mr. Shaw. Well, if I understand your question, the hierarchy of
targets really depend on the attacker's agenda and what the intent was.
So it would be extremely difficult to have a list of targets unless you had
some idea of whose interest it was to make those types of exploits.

Representative Putnam. Well, certainly you've mentioned that
terrorists, up until fairly recently, have had very little interest and still
have only slightly more than that interest in cyber warfare due to their
own abilities. But there was also the sense that there wasn't enough bang
for the buck in the shutting down of a power grid or whatever the case
may be, that they didn't get the attention that they felt their particular
cause merited.

But as international awareness of cyber terrorism grows, and the
effects of it continue to grow as well as the costs and the damages, I think
that it certainly will move up higher on their wish list, and it will replace
the truck bomb as an effective method of getting their message out.

Dr. Gershwin. I don't think I'd agree that it would replace the truck
bomb; it might complement the truck bomb. They may want to go after
certain targets with a combination of explosive, as well as cyber attack.

As the terrorists move into this area, what I would expect to see first
is using both techniques together.

‘Again, it's hard to get immediate results from a cyber attack, to know
how well you did, to know how well the target may have defended itself.
To get the kind of feedback on whether you've succeeded in your
objectives.

And terrorists tend to want quick gratification and publicity. But I
think it's correct that you will see cyber attacks in the future, at least
coming out of terrorists as part of their agenda. I think it will still be a
while, but I could be wrong.

Representative Putnam. I think your testimony was interesting in
that just like Americans, even terrorists have to have their children and
grandchildren program the VCR. I think that's essentially what you were
saying.

How do we enhance the cooperation between the government and the
private sector when you look at the commercial assets that are so
vulnerable when you start talking about power grids and stock exchanges
and commodity trading and airline hubs and things of that sort?

How do we improve that without, as you pointed out in your
testimony, violating that governmental commercial line?
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Dr. Gershwin. One thing I would recommend doing is during the
Y2K experience, we had a remarkable collaboration of government and
industry. We both learned a lot.

I'm not sure how well all of that has been followed up. I mean, there
were a lot of mechanisms established during Y2K that were very
effective. And, you know, some of those mechanisms still exist; some
probably don't.

But for me at least in being engaged in that issue, that was a
remarkable experience in working with the private sector which I'd never
experienced before.

And it was a very successful endeavor. The problem was that there
was a date associated with it, and for cyber threat, there's no date
associated with it. It's going to be ongoing and increasing.

I don't really have good, concrete recommendations but I do think
that a sense of the nation as having an infrastructure that truly is a critical
national asset, and that that is part of our true national security problem,
is not yet apparent to enough people.

And I don't know that the industry itself necessarily thinks of itself
quite that way. I think that's going to be important to have that happen.
That requires obviously leadership at all ends.

Representative Putnam. That was one of the key findings of the
Rudman Commission, which was that Americans are far more vulnerable
to attack on American soil in a greater variety of ways then they realize,
that exacerbates whatever eventual attack does come.

And I would like to think that that collaboration could occur now,
rather than waiting until we've had our first major attack and then we
respond to a crisis.

Dr. Gershwin. Yes. Ithink we have enough information now that
we ought to be able to move out on that as opposed to waiting. That's
correct.

Representative Putnam. We've talked a lot about the fact that
terrorists have not yet evolved into this. But are we aware of
state-sponsored cyber attack programs around the world, to the extent
that you can comment on that?

Dr. Gershwin. I can't go into it a great deal but, yes, we are aware.
There have been some public acknowledgments about foreign countries.
Some countries are writing about the importance of the issue, the next
wave of military operations and things of that sort. We've certainly seen
that from countries such as China, Russia.

We work very intensely in the intelligence community in trying to
understand the nature of these foreign programs. Most of our information
1s at a classified level. But, yes, there are certainly a number of countries
that today have active programs. We watch them fairly intensely. Some
of them are aimed at the United States specifically, others are probably
aimed at others. And the number of countries on that list will grow.
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Repfesentative Putnam. Thank you, Dr. Gershwin. Thank you,
Mr. Chairman.

Senator Bennett (presiding). Congressman Smith?

Representative Smith. Senator Bennett. I understand opening
statements have been made a part of the record, and if so, I would like to
include mine.

Senator Bennett. That's correct, and it will be without objection.

[The prepared statement of Representative Smith appears in the
Submissions for the Record on page 49.]

Representative Smith. Thank you.

Dr. Gershwin, on the House side, the Crime Subcommittee just
completed a series of three hearings on cyber crime, but we did not hear
from the CIA. So your testimony was both interesting and informative
from our point of view.

You mention in your testimony, in regard to hackers, that most were
frankly not successful although the threat of malicious and successful
hackers was increasing.

In regard to terrorism, you said the greater threat today was from
bombs, not bytes, but the threat there was increasing as well, so I gather
from your testimony that you feel the threat of cyber crime, while maybe
the danger is not immediately as great as it mlght be, it's going to
continue to increase.

If that's the case, I wanted to ask you what type of cyber crime you
felt was the greatest threat both to government and to business if there is
a difference between the type of cyber crimes that are the greatest threat.

Dr. Gershwin. That's a tough question. I'm not sure I'm really
well-qualified to answer since cyber crime is not the part of the cyber
threat activity that I spend most of my time on.

I think it is correct to say that cyber crime is on the increase. It's too
lucrative an area for people to stay away from. You know, people go for
the money and cyber crime is the new way to rob banks. It's much more
effective than armed robbery.

Again, T think our private infrastructure is obv1ously the target
because that's where the obvious money is. But the specifics on how
countries would go about it or how — it's not so much countries, I
suppose, it's really individuals or groups — how they would go about it is
not an area that I am pretty famihiar with.

I don't know, Bnian, if you can say much about it. But we do have
specialists that pay attention to that. Unfortunately they are not with us
today.

Mr. Shaw. If you expand the list of cyber crime all the way from
propaganda to infrastructure take down, all of these are illegal things to
do. At the current time, propaganda and espionage seem to be the most
doable things and the most currently occurring activities.

It's much more difficult to take out infrastructures on a limited basis.
It's extremely difficult to take down large scale infrastructure networks.
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So if there was a current vulnerability, it would be to the theft,
espionage, and propaganda level.

Dr. Gershwin. Actually, yes, and I should have said that criminal
behavior ought to include illegal presence in a computer network when
you're not authorized to be there and acting, as Senator Bennett pointed
out, as a virtual insider, I'm not sure what the legalities are but it doesn't
sound very legal to me for somebody to be able to manipulate a computer
network that they have no business being in.

To me, that's the kind of cyber crime that we spend most of our time
dealing with.

Representative Smith. Dr. Gershwin, my next question, you may
not be entirely objective but I think you will be, and that is do you think
that our law enforcement activities, whether it's monitoring or
surveillance or whatever it might be, are keeping up with the threat of
cyber crime? Or do we need to do more?

Dr. Gershwin. The law enforcement side of it unfortunately is not
the area that I am in, that's really more of a domestic law enforcement
concern, which is not, since we are in the intelligence business —

Representative Smith. Well, I was thinking particularly of the CIA
and your activities there.

Dr. Gershwin. Isee. Let me rephrase the question some, in terms
of is the intelligence community keeping up with the foreign threat, in
terms of being able to pay attention to it.

Yes and no. Yes in the sense that it is a high priority issue for the
intelligence community. All of the major agencies are ramping up their
efforts significantly. Iknow for a fact, from looking at just the size and
magnitude of the efforts, the type of people being brought in to work on
it, that there's a huge increase in effort going on throughout the
1ntelllgence community to pay attention to this.

Is that keeping up with the threat? In some ways it is because of the
effort. On the other end, 1 think the attackers have some significant
advantages in terms of developing new tools and techniques.

Often in our case, what we will be able to do is figure out what's
going on only after something has happened. For us, the obvious thing
is to be able to detect cyber activities before they are manifested. That's
very hard to do and that I don't feel as comfortable about.

Once events have taken place, and once programs have become
evident, we have lots of ways to figure out a lot more about it but I don't
feel very good about our ability to kind of anticipate.

Representative Smith. This question may also be going beyond
your testimony today, but perhaps not beyond your expertise. And that
is that do you have any suggestions for Congress for any changes in
legislation that we need to make, or any additional legislation?

The reason I say that is you probably know much of our legislation

dealing with cyber crime dates to the mid-1980s and clearly is out of
date.
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But do you have any specific recommendations for additional
legislation or any other suggestions for actions that Congress can take to
help counter cyber crime?

Dr. Gershwin. I don't have any specific suggestions. I have one
concern that Congress can help on because I think it's just areal problem,
and that is the difficulty in understanding the source of cyber threat as to
whether it's foreign or domestic.

Our system, both the intelligence and law enforcement, has a lot of
rules and regulations having to do with who has jurisdiction. And that
was good for the old ways of people doing business. In the cyber world,
it is extremely difficult to tell early on and even ultimately whether cyber
threats are foreign, domestic, or a combination, because the evidence for
that is just difficult to attribute.

So I think we continue to have struggles and difficulties in terms of
who is really responsible for what, and legislation perhaps can help in
that area. That's not my expertise. ‘

What I do know is that this is a cause of consternation for us, as it has
been in the past for terrorist issues.

Representative Smith. That really answers my question. It goes to
jurisdiction and we can try to improve upon that. Thank you, Dr.
Gershwin and thank you, Mr. Chairman. :

Senator Bennett. Thank you. And Dr. Gershwin, we appreciate
your testimony and we appreciate your willingness to sit with us through
the next panel so that you'll be available for questions with respect to
their testimony. ,

Thank you very much, both of you.

Our second panel now will come forward and our first witness will
be Steven Branigan, Vice President of Engineering and Co-Founder of
the Lumeta Corporation.

Mr. Branigan is a leader in Internet mapping, will graphically show
us what the Internet looks like, and illustrate some security-related issues.

He's accompanied by Mr. Cheswick, who is the technical genius
behind these maps. The two of them have been in my office, and it was
very, very informative.

Also, on the panel is Peggy Lipps, Senior Director for Security and
Risk Management Initiatives at BITS which stands for the Banking
Information Technology Services. It's part of the Financial Services
Roundtable.

Ms. Lipps will outline how the financial services industry is
approaching cyber security and infrastructure protection.

Then Mr. Duane Andrews, Corporate Executive Vice President and
Director of Science Applications International Corporation, former
assistant secretary of defense. He brings a wide range of expertise to this
area, and he will discuss the need to reconsider the federal government's
approach to the infrastructure protection and some of the issues that
Congressman Smith was raising.
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Our final witness will be Albert Edmonds, President of the Federal
Government Information Solutions. He will address the type of
partnerships that would best serve the nation's interests in ensuring the
protection and productivity of cyber networks.

We will then question the entire panel, along with Dr. Gershwin.

Thank you very much, all of you, for coming. Mr. Branigan, we'll
start with you.

PANEL 11

OPENING STATEMENT OF
STEVEN BRANIGAN, VICE PRESIDENT OF ENGINEERING

AND CO-FOUNDER, LUMETA CORPORATION
Mr. Branigan. Good morning, Senator. Thank you. On behalf of
both William Cheswick and myself, we would both like to thank you and
your staff for all the assistance in helping us prepare to be here today, and
we're very grateful to have the opportunity to be in front of you to speak
on the issues of cyber security.

William Cheswick and I, along with Hal Burch, have authored a
paper on Internet mapping that we would like to submit for the record.

Senator Bennett. Without objection.

[The paper entitled "Mapping and Visualizing the Internet” by Steven
Branigan, et al, appears in the Submissions for the Record on page 62.]

Mr. Branigan. Thank you.

What we would like to do today is to deliver orally a summary of this
paper, along with a visual summarization as well, through the magic of
Power Point.

This started — and a lot of the pioneering work on Internet mapping
had started — due to a conference called the "Highlands Conference"
sponsored by the Department of Defense that William Cheswick, which
was run by Dick O'Neil, still is run by Dick O'Neil actually.

And at this conference, they were looking at issues that would be
affecting the infrastructure and seeing what can we do today to help
prevent and to help defend against attacks in the future.

One of the big issues that came out of there were the denial service
attacks, and this was back in the middle 1990s that this was identified as
one of the big risks to the infrastructure. Both the denial of service attack
and, subsequently, the distributed denial of service attacks, both of these
attacks are very difficult to defend against because at the heart of the
attack, there is a lying of the source of the address. So you really have
difficulty in tracing it back to where this attack comes from.

Other motivations for the mapping that we're about to go through
today were to observe the growth of the Bell Labs in the AT&T Internet.
Both Bill Cheswick and myself were members of Bell Labs research
before we moved to Lumeta, and we wee able to watch both the Internet
from there and the corporate intranet as well.
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Discussions with both CIOs and CFOs, as we've been sort of out on
the trail trying to talk about Internet security and the things we can do to
improve on Internet and corporate security, yielded a lot of interesting
information for us, and also curiosity about the size and the growth of the
Internet.

Before we press on to ours, we want to just cover a couple of other
maps that do exist. This is just a map of the backbone of the Internet
done by John Quarterman that had seen some of our work. He's also
done some work showing network connectivity between the U.S: and
South America.

Something that seemed interesting to us at the time, this map. was
from 1996, was a lot of the connectivity between sections in South
American seemed to go through the U.S. In fact, the U.S. seemed to have
such a strong amount of Internet backbone.. '

There was a period of time where many countries, in order to connect
to other countries on their continent, would have to go through the U.S.
to get there.This of course is our first version of the Internet map which
we probably called smashed peacock against the windshield, if I
remember this correctly.

One of the other ones I'd like to point out that we would like to
demonstrate for you right now, if we could, is the Australian map. One
of the things we did, this was our first look at an Internet map and it
seemed too confused and too tight, so we trled to clean it up a little bit
and yielded something such as this.

Yes. Yes, please, sir.

Mr. Cheswick. This is a map, a recent map showing Australia and
China on the Internet. Australia is the black area on there and China is
the red. You can get some idea of the relative presence on the Internet.

It turns out that Australia's been on the Arpanet for a very long time
and they're very well-connected.

.Mr. Branigan. Now on this map, if [ may, if you can imagine, this
is just about the global Internet as we've seen it. And to get an idea, if
you can look at a single point here, behind that would be approximately
250 computers up to 65,000 on average. So it should give you some idea
of the size and scope of the Internet.

One of the two goals we have today is to show you the size of the
Internet and the other one is to show you the complexity of the corporate
Intranet and the challenges they have to go through.

So that was one of the things that was very surprising to us is to
actually try to visualize something that is almost as large as the universe
in some ways. It's quite large.

One of the things I want to show you, and this is an older slide, we
haven't had time to make the update historically, but I will show you the
top ones from June 1st, as well. We looked at top ISPs by our measure,
which our measure was the number of routers that we found on the
Internet that belonged to certain ISPs.
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And we tried to make the font smaller but found impossible. Cable
and Wireless and Alternet were the top two. Now, as of a couple days
ago, that's changed. Alternet seems to be, by our count, the largest
Internet service provider.

Now these are important things to know because they are actually
providing the backbone of the Internet itself. They provide the
connectivity between many corporations. They are the infrastructure.
These are the companies that are the infrastructure of the Internet today.

The two that are in green here, Apnic and Ripe, these are actually
Asia Pacific and the European networks, and we didn't subdivide those
further, for the purposes of this one.

One of the other statistics we wanted to show you briefly is we'd love
to get a feeling for which countries seem to have the largest parts of the
Internet. We find that that's not as easy to do as you may think.

Looking here, you'll see the top ones are dot net and dot com. Dot
net and dot com aren't always attributed to a single country. Many times
they are attributed to the U.S. but they can be in use by other places.

If you'll look further down, you'll see Australia is very large. If you
were to look at this as the metric, the U.S. does not take up much of the
Internet, which is not a true statement. The U.S. takes a very large
section of the Internet.

So that's where we can start seeing we have some issues, trying to
figure out if we look at a source of an attack, how do we track it back to
the proper country for jurisdiction more or less, figuring out who's the
actual culprit for a security incident.

One of the other things I want to display for you is this graphic to
show you how, as you reach out node by node, router by router, on the
Internet. How the complexity grows, and how there can be, if there's one
bad person, this is where they can be hiding, somewhere out on a network
of this size.

So you can see why it can be very difficult, once someone launches
an attack, how it can be very difficult to find them.

One of the other things we wish to cover today — on our next slide,
what we wish to cover today is to look at a corporate Intranet, as we
turned our attention toward looking at corporate Intranets to see how they
are organized, how they are architected and how well they can be
identified and managed in their growth.

This is one typical corporate Intranet or enterprise network that we
looked at. Everything that's in blue on this slide is something that they
knew about that we discovered during a mapping of their corporate
Internet.

Everything that's in red is something that they weren't aware was
nside their firewalls or on their Intranet, or as we were hearing today, a
place where a virtual insider can reside and then move throughout a
corporate network from those points.
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In this case, this is approximately 15 percent of a network. Andthese
are not single hosts. Again, these, every one of these end points that's on
here can represent up to 255 computer systems that are possibly
vulnerable and unmanaged.

And so we found that this was a very striking way to see some of the
challenges that corporations are facing today as the are managing
corporate Intranets that they need in order to be competitive, in order to
get products to market on time, to communicate efficiently, to be global,
corporate Intranets are very necessary.

However, they are also, because of their growth, because they need
to be up all the time, failure is not an option, they are very difficult to
manage and they are very difficult to secure. And so we have been
working on developing tools to help corporations secure those.

And this again is another corporate network where over on the side
there, you can see this is another obvious leak where it's allowing the
corporate network to leak out to the Internet, is not going through a
firewall. There were two leaks. This is one here and the one that I will,
this cluster up here is all because this one point is serving traffic that it
should not be, and now it's opened up a second network.

Soitcan give you a feeling for how one misconfiguration can change
the security of an entire network.

A couple of samples of one client network that we wished to go
through to show you, as we looked at the visualization, we found it very
important to look at the visualization to help us see things that we would
not otherwise see.

This is just showing a map that we start at a point, a point down here,
this is where we started, and as we get further away from the central
point, the nodes will get darker. It was just giving us a feeling where the
backbone of their corporate network is and it's right here.

And when we look at it through what they knew about versus what
they did not know about, what's in orange is what they did not know
about or did not tell us that they knew about.

And you can see here, there are some links that were attached to their
corporate network that they were unaware of.

Finally, what we wish to touch on too is, this is an Intranet for a
company that was undergoing divestiture. The stresses that corporations
and their networks feel come from acquiring new companies and
integrating their networks or having made a decision to divest a certain
part of a company and then taking that network and separating it from the
rest.

If you were to see here the green, this is one section of a company
that needs to be removed from another because they are about to spin out,
and the same for the pink section here. You can see there's significant
work if you look at these blue lines. They are part of the parent company,
yet, the pink is part of the new company that needs to be split.

So in divestiture, there's a lot of work that needs to be done in order
to do it securely and correctly.
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This is possibly the smallest company that we've done to date. So it
makes for a very simple report.

And so with that, I would like to conclude my oral testimony.

Senator Bennett. Do you have the video that you showed me in my
office on the Yugoslav situation?

Mr. Branigan. Yes, I do.

Senator Bennett. Let's take another minute to show that. 1think the
Members would find that interesting.

Mr. Branigan. Okay. There are two things I'd like to touch on with
this. One is that on the advice of Steve Belvin (PhD), Bill Cheswick had
started looking at the Yugoslavia network during the NATO conflicts
back in 1999. Starting around March 27th, what we did was we looked
athow many routers we could find that were available in Yugoslavia, and
we found about 75, and on average you would see it was around 75 up
until May 2nd, and then on May 3rd some events happened and routers
start to disappear.

And so what we're going to do now is show you a video of what
we've seen with that, which is — let me try that again. Okay, there we go.

So what we have here is in the magenta, we have what is Yugoslavia.
Everything that's in blue was between our test host over in New Jersey
over into Yugoslavia. And things that started to show for us that were
very interesting were the following:

First of all, this spot here, you can see there's a lot of change to this
network over the time. Another one is that you'll see this is a point where
one router disappears and seems to fail over to another one.

Secondly, is that this is a point that seems to be served very well.

The final point that was of interest to us during our view of this is
this point where this pointer is right now does not disappear. It seems to
have the power and the reliability of the U.S. infrastructure, yet it is
clearly part of what we felt was Yugoslavia.

When we decided to take a closer look at this point, we found out
that the last Internet access point before we reached it, was somewhere
in Maryland, and found out, at that point, that most likely what we
uncovered was either an embassy or consulate or something that was
actually on U.S. soil but is still part of the Yugoslavian government and
Yugoslavian network.

So from that point, it was very interesting to see. The last things I
would want to focus on some details. We looked closer at it, knowing
which were the points for all the routers that we saw. This one has some
labeling on it.

You'll see that down at this point here is that point that doesn't
disappear, and this is router that's going to take significant damage.

This was May 2nd, 1999 before NATO publicly declared that they

were changing their attack to go after the power grid and the
infrastructure. And this was May 3rd.
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So again, May 2nd to May 3rd, when you look at that in some detail,
you can see the significant amount of change that occurred there.

Now one would also think that with this type of information, this is
the type of information that can be used for cyber warfare or other things.
Because this is pointing out where some of the most vulnerable routers
can be.

And now it doesn't matter as much where it's physically located. All
I need to know is it's network address. And this is the part that's most
troubling. Because now, if these points are vulnerable, with taking out
this router, if I can take it out virtually instead of by shutting off the
power, I can shut of a large section of the network.

Senator Bennett. Thank you. That fascinated me when you
presented it in the office, and I think it's appropriate to have it as part of
the record.

Ms. Lipps, thank you.

OPENING STATEMENT OF
MS. PEGGY LIPPS, SENIOR DIRECTOR FOR SECURITY
AND RISK MANAGEMENT INITIATIVES, BITS
Ms. Lipps. Thank you, Senator Bennett.

I am Peggy Lipps. I am Senior Director of Security and Risk
Management Initiatives for BITS, the Technology Group for the
Financial Services Roundtable.

I'm here to present testimony on behalf of Catherine Allen, CEO of
BITS, who regrets not being able to be here in person.

I believe you have my written statements for the record, and I will
take this opportunity to summarize the main points.

BITS was established to focus on critical issues at the interface of
technology, commerce, and financial services. BITS is not a lobbying
organization. We serve as a not-for-profit consortium for business and
technology strategy, and are a sister organization to the Financial
Services Roundtable.

My testimony today focuses on three major topics: the seriousness
with which our industry takes the issue of critical infrastructure
protection, the leadership role that BITS and the financial services
industry is taking in this area, and what we believe Congress can and
should do to address the issue of critical infrastructure security.

Online delivery of financial services depends on large and complex
public as well as private networks. The financial services industry is
dependent on the other core infrastructures, electric power,
telecommunications, transportation, and they depend on financial
services for their core operations.

But no one sector can address these issues alone. Appropriate cross
sector actions include interdependency, vulnerability analysis,
information sharing, awareness building, identification of research and
development gaps, and contributions to the development of an informed
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and integrated national plan that both industry and government can use
as a business case for action.

Some examples of the industry's efforts to address these issues and
to create and build a strong public-private partnership, include: (1)
Partnership for Critical Infrastructure Security, or PCIS, which promotes
reliable provision of critical infrastructure services through cross-sector
coordination. BITS is a founding member. (2) Critical Infrastructure
Assurance Office, or CIAO, which was created in response to
Presidential Decision Directive 63 to assist in the coordination of the
federal government's initiatives on critical infrastructure protection.
BITS has been involved since its inception. (3) the Financial Services
Information Sharing and Analysis Center, or the FS/ISAC, which is a
facility for anonymously gathering information on threats, vulnerabilities,
incidents, resolutions and solutions. The FS/ISAC is currently focusing
on ways to share financial cross-sectorally and, (4) the BITS Financial
Services Security Laboratory, which was established to test e-commerce
products against the financial services community's strong security
requirements,

BITS uses a cross sector approach to addressing these issues,
focusing on inclusion, education, and proactive involvement. Once we
have addressed an issue within our sector and have fully vetted it with
key stakeholders such as technology providers and government, including
industry regulators, we use vehicles such as the PCIS to share our results
and information with other sectors.

BITS uses a risk management model. I will focus on technology,
process and the insurance components.

In the technology realm, our goal is to ensure that the technology
products developed for our industry incorporate features and
functionality that comply with financial services security criteria.

Some examples of those efforts include, again, the BITS Financial
Services Security Lab that provides a BITS Tested Mark to products that
meet the industry’s security criteria, and the BITS Wireless Technologies
effort, which is a process to address security and end-to-end reliability
with the carriers, device manufacturers and solution providers.

Regarding processes, we focus on the development of self-regulatory
guidelines. An example is The BITS Voluntary Guidelines for
Aggregation Services.

A year ago, this new consumer service, which provides a
consolidated picture of a consumer's on-line financial information was
seen as a major risk.

Today, due to the Guidelines, which build in the necessary security
and confidentiality criteria, the service can be delivered in a safe and
effective manner for the consumer.

Another example is the BITS Framework for Managing IT Service
Provider Relationships. The financial services industry, as well as other
industries, increasingly rely on third party service providers to support
on-line delivery of their products and services.
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BITS is publishing guidelines for selecting and managing IT Service
Providers based on industry best practices that meet regulatory
requirements and provide a framework for service providers and financial
institutions to establish appropriate controls.

And lastly, the role of insurance is critical because even with the best
of processes, people and products, no system can be one hundred percent
secure.

Increased concerns over security vulnerabilities are driving a need to
review the role of insurance. BITS has organized an initiative to help
define and fill the gaps and we have been working with the Critical
Infrastructure Assurance Office (CIAO) to address the role of public and
private sector involvement.

As we work within our industry sector and with other sectors, we
have encountered some obstacles to cross sector cooperation that we
would like to bring to your attention. We believe we can overcome most
of these but some may require assistance from Members of Congress.

I'll mention four of the most important.

First, awareness of the growing impact of our nation's dependency on
automation and interlinked networks and the significant interdependency
among critical infrastructures is not universally understood.

The PCIS, working with the CIAQ, has developed a broad outreach
plan that will target several key groups from CEOs and government
officials and their staffs, to auditors and systems administrators.

Second, there are significant real and perceived barriers to
information and vulnerability assessments. The Freedom of Information
Act (FOIA) was designed to provide information to the public on
government actions, but some companies are reluctant to share
vulnerability information with the government for fear of a competitor's
subsequent FOIA request or the reporting of erroneous information.

Third, the Internet knows no borders, but the various national defense
and law enforcement organizations around the world are bound by
archaic, physical limitations. Physical jurisdiction is irrelevant in coping
with crimes conducted across borders in minutes and seconds.

And, fourth, market forces alone will not provide sufficient research
and development to meet sector economic security or national security
needs.

The PCIS is conducting a gap analysis of existing and planned
critical infrastructure protection research by industry, academia, and
government. The government could use that report to provide incentives
or directly fund the needed research to close that gap. Further, attacks on
our critical infrastructure may require cohesive and comprehensive plans.

We propose that you consider the following thoughts in approaching
this critical issue of infrastructure protection.

First, support private-public sector partnerships in the ways that we
have described today.

76-591 00-2
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Second, align laws and regulations. We have taken the responsibility
to make coherent industry-based recommendations available throughout
the financial services sector.

Third, promote regulatory equality to ensure that all entities offering
financial services are required to adhere to the same meaningful
standards for security and privacy.

The leadership that BITS, the PCIS, and other members of the
financial and security communities have taken reflects the seriousness
with which we regard this issue of critical infrastructure protection.

We believe that the strong public/private partnership that is emerging
is the right approach, and we look forward to working with you and the
Committee on these vital issues.

[The prepared statement of Ms. Lipps appears in the Submissions for the
Record on page 74.]

Senator Bennett. Thank you very much.
Mr. Andrews?

OPENING STATEMENT OF DUANE P. ANDREWS,
CORPORATE EXECUTIVE VICE PRESIDENT FOR SCIENCE

APPLICATIONS INTERNATIONAL CORPORATION (SAIC)
Mr. Andrews. Good morning Senator Bennett, Members of the
Committee. I'm pleased to be able to support your examination of cyber
security in the U.S. economy. This is a very difficult and multi-faceted
challenge.

This morning, I would like to briefly highlight a few of the major
issues related to cyber security that I believe require attention. For
perspective, I've been involved with cyber security matters for some time,
both in government and industry.

Currently, my company, Science Applications International
Corporation, provides support to the Department of Defense and several
civil agencies, including the supporting the government's FEDCIRC
Incident and Reporting Handling Services.

We also support commercial firms. We founded and still have an
interest in a commercial security firm, Global Integrity, that developed
and operates the first Information Sharing Analysis Center, or ISAC, for
the financial services industry, as well as ISACs for global firms and in
Korea.

I personally am active as a member of the Industry Executive
Subcommittee of the President's National Security Telecommunications
Advisory Committee, commonly known as the NSTAC.

In 1994 and again in 1999, I was a commissioner on both of the
Secretary of Defense/Director of Central Intelligence-sponsored Joint
Security Commissions that addressed cyber security. And I chaired a
1996 Defense Science Board Task Force on Information Warfare
Defense.

And finally, as Assistant Secretary of Defense for C31 in the
previous Bush Administration, I initiated the Defense Information
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Assurance Program and the Department of Defense's information warfare
program.

The report of the first Joint Security Commission in 1994 included
the observation that “the security of information systems and networks
[is] the major security challenge of this decade and possibly the next
century.”

And it went on to say that there is insufficient awareness of the grave
risks we face in this arena. That was in 1994. And in the seven years
since that report, there has been progress. ISACs are enabling some
industry sectors to share information on cyber threats.

Presidential Decision Directive 63 organized efforts to address the
critical infrastructures of the United States, and similar efforts are
underway in several other countries.

The Department of Defense has established a Joint Task Force for
Computer Network Defense and has assigned operational control to the
CINCSPACE firewalls are in widespread use and there has been modest
improvement in training the work force on how to react to cyber events
like viruses.

However, in my view the rate of progress has been slower than the
growth of the potential threat, and overall we have lost ground over those
seven years. A number of nations are developing information warfare
skills. Technology has gotten more complex. We have had deregulation
of the telecommunications industry, and are entering an era of converged
services for voice, video, and data.

And our commercial software packages are so large and complex that
we cannot be sure what they contain.

Further, the Internet, which has become so important to our economy,
is getting too big to monitor effectively. And Senator Bennett in our
previous briefing highlighted that quite well.

The failure to act is another major contributor to why we have lost
ground. For a decade, we have had study after study, and report after
report, pointing out that our economy and our national security depend
on the flow of information and that this flow is at risk.

Numerous scenarios have suggested that the interconnection of
systems and the cascading effects that can result from attacks can cause
major disruptions to our economy, and to our national security systems.

These studies have also shown that we don't have to spend the gross
national product or wait a decade to significantly improve our security
posture, and that we can take sound steps to protect systems and networks
without trampling on civil rights.

So the question is: Why haven't we taken the necessary steps to
address the cyber threat? And I can think of four factors that contribute
to this.

One. This is technically complex and very hard to understand. A
high geek factor, as some have pointed out. And that makes it hard for
policymakers to engage. I found, when I was in the Pentagon, it made it
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very hard even for military leaders to understand how important this
particular threat was. So it's a very difficult one and it's difficult from a
technical complexity.

Two. Every dollar that would go into protection, detection, and
reaction is a dollar that comes out of some mission or business function.
I can tell you how popular you are when you stand up in the Pentagon
and suggest cutting back forces, planes, ships, tanks in order to pay for
cyber security. So it's a problem.

Three. There is no oversight mechanism that holds federal agencies
and critical business functions accountable.

And four, we are treating this more from a tactical point of view than
as a major strategic problem.

To amplify, let me start with infrastructure protection. This effort
traces back to Section 1053 of the National Defense Authorization Act,
the Kyl Amendment, and from 1996. This legislation called for the
President to submit to Congress a report setting forth the results of a
review of national policy on protecting the national information
infrastructure against strategic attacks.

Subsequently, the President's Commission on Critical Infrastructures
was established. The Commission delivered a report.  The
recommendations in the report led to the creation of the National
Infrastructure Protection Center (NICP) and related activities.

In my view, the Commission, in its report, did not fully come to grips
with preparation for the strategic attacks, the kinds of attacks we've been
talking about today, as called for by Congress. Bit rather it turned to
more tactical matters, things that were easier to deal with and ones that
we could get our arms around.

In April of this year, the General Accounting Office released a report
entitled "Critical Infrastructure Protection." Excellent report.
“Significant Challenges”, part of the report, “Critical Infrastructure
Protection: Significant Challenges in Developing National Capabilities”
was the title.

While highlighting some progress in investigation and response
support, the report notes several areas that need attention, particularly in
aspects of national security.

I understand the current Administration is addressing the
government's critical infrastructure protection strategy and the specific
requirements of the NIPC, and I hope they will fully address the
challenges and shortcomings identified in that GAO report.

The decision to place the NICP in the Justice Department led to law
enforcement assuming the role as the front line of cyber defense. Once
again, this focused efforts at the tactical level. Today, by default, the
NIPC considers a cyber intrusion to be a crime. This has led to a lot of
focus on hackers and on computer viruses. Clearly, these activities
require attention, but I do not believe that they rise to the level of a
strategic attack on the national Information infrastructure.
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This is not to fault the important work or dedication of law
enforcement entities as they fight crime in the cyber arena. It is just that
law enforcement is not a sufficient response to this strategic challenge.
More importantly, because of the tactical focus, as a nation we are not
addressing the architectural strategies and the recovery capabilities that
can both deter and ensure that we can recover from such strategic attacks.

The Defense Science Board Task Force on Defensive Information
Warfare Operations, in their summer study last year, and which was
released in March of this year, notes, “current policies and legal
interpretations at the NIPC, the FBI, and the Justice Department, have
prevented timely and effective information sharing about potential
national security risks.”

Today, there is no effective process in place to rapidly shift from a
law enforcement posture to a national security posture, nor is there a
coordinated effort to be able to rapidly restore vital functions that are
essential to the national defense or to the national economy.

These are areas that require attention. Further, I believe the
Department of Defense should be required and empowered to take all
appropriate steps to engage and repel intruders from its computers and
networks without having to first resort to the criminal justice system.

When warranted by circumstance, the DoD should also be prepared
to participate in the protection of networks of critical importance to the
national economic security. Maintaining an agile, robust ability to
defend the nation must have priority over criminal prosecutions.

Let me briefly turn to accountability. For over 10 years, the Federal
government has promulgated sound information security policy in OMB
circular A-130. If this policy had been followed over the years, the
protection of information in the government would be in much better
shape than it is today. I suspect industry would have followed the
government's leadership and also improved its security posture.
However, I am unaware that anyone has been held accountable for not
following this clear policy.

Another major challenge that requires attention is the sharing of
information about cyber incidents between businesses, between
governments, and between government and business in the academic
communities.

The GAO report that 1 talked about earlier cited a number of
challenges that remain. I urge both government and industry to move
more freely to share information that reveals our cyber weaknesses.

I understand that legislation is being considered to protect
information exchanges on cyber incidents. Ms. Lipps mentioned the
Freedom of Information Act. 1 certainly urge us to look seriously at what
you can do to help protect the information that businesses would share
with the government.

And I think that antitrust protection is another area that is being
examined and would certainly help facilitate from a business point of
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view sharing of information with the government. Both of those would
be very useful steps.

So in conclusion I believe we must begin to address cyber and
Internet issues from a broad strategic point of view and not get overly
focused on the equities of any particular government constituency.

I believe we need to take a fresh look at the challenge of strategic
attack to our Nation's cyber infrastructure, and I believe the government
needs to better clarify the issues and better characterize what that threat
would be so that industry can help the Nation secure its infrastructures.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Andrews appears in the Submissions for
the Record on page 83.]

Senator Bennett. Thank you very much. I would say to you and
Ms. Lipps, I am working on a FOIA bill which we hope to introduce
relatively quickly. Your testimony here is very helpful.

Mr. Edmonds.

OPENING STATEMENT OF
ALBERT J. EDMONDS, PRESIDENT, EDS FEDERAL

GOVERNMENT INFORMATION SOLUTIONS
Mr. Edmonds. Mr. Chairman, Ms. Dunn, it is a pleasure to be here
this morning to discuss this important topic. am Al Edmonds, President
of Electronic Data Systems’s (EDS) Federal Group. 1am responsible for
the federal business as it relates to the civilian side, military, and the
GSA Federal Government.

EDS is a global services company that provides strategy,
implementation and hosting for clients managing the business and
technology complexities of the digital economy.

We bring together the world's best technologies to address critical
client business imperatives. With over 120,000 employees in 55
countries, EDS serves the world's leading companies and governments.

The USA Today article brought home to me very clearly that we need
to reinforce the fact that the cyber security is a global issue and not just
a domestic issue. This is a global Internet that we're dealing with.

The threats to our national security and our economic security may
come from any place in the world. Our economy and national security
establishments are global, linked together by business trading partners
and formal governmental alliances like NATO.

We must be cautious not to think about these issues in only a
domestic context. The future of the digital economy hinges on a secure
Internet. It is just that simple.

Our Nation's national security is faced with new risks, as are public
safety, law enforcement, and economic security.

When 1 say “economic security,” I am referring to the security
needed to protect the commercial entities and industries that make up the
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U.S. economy. National security and economic security are closely
related.

So while the benefits of the Internet continue to accrue enormous
benefits to U.S. citizens and companies, we as a nation continue to face
the reality that the Internet is vulnerable to attack. We saw just last year
the huge costs related to a denial-of-service attack.

The I Love You' virus was estimated to cost approximately $8
billion. I think that is conservative. It was just a forerunner of what we
can expect in the future as more countries become interconnected.

The FBI reports that of 90 percent of 273 companies that they
surveyed there were at least 90 percent breaches on those attacks.

This is an estimate of a $300 million loss. I think that is also
conservative because most companies will not tell you how much they
really lost, especially in an industry like the financial industries.

Although the economic cost of last year's denial-of-service attack
may be considerable, I think the big impact is not only the loss of those
dollars but the trust that you lose in the Internet when it gets attacked like
this, and the reliability and safety of the net itself.

Add the threat of cyber terrorism to a daily dose of viruses, fraud,
and money laundering, and it is not hard to see how any other issue needs
more attention from Congress and the administration than the Internet.

As a matter of fact, the Internet really has become the crime
background of the new economy. There are many, many instances where
we know that organized crime, both domestic and foreign, have used the
Internet as their backbone.

The cost of protection is going to be high. The market analyst firm
IDC predicts that spending on cyber security will increase 21 percent
annually to $17 billion by the year 2004.

I would also suggest that you do not be misled by the recent failure
of dot coms. Governments and industries around the world will continue
to invest in infrastructure, applications, and transition to the Internet
because the benefits are absolutely huge.

Companies are using the Internet to develop new business models
that provide lower cost and lower prices. That is good for U.S. companies
who must find ways to maintain their competitive edge in the global
economy.

The Internet continues to be a way for industry and government to
lower costs and to reach customers and trading partners.

So it is pretty clear to all of us that no nation can afford to have its
telecommunications systems at risk. No nation can afford to have its
financial system attacked by criminals. No nation can afford to have its
medical records available to everybody to peruse. None of us can afford
to have our energy distribution distributed by hackers.

The Internet has transformed how well we live and how we work and
govern, but because it is so valuable to all of us it must be secure, reliable
and always available.
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So how do we solve these cyber security issues? What role should
the Federal Government play? What actions should Congress take?
What should industry do?

I have a short list of 10 recommendations that I would like to run
through quickly.

My Chairman and CEO, Dick Brown, has been a leader in numerous
CEO groups that have developed many of these recommendations.

First, we must make greater investments in information assurance
technology and services. There is clearly an increased need for more
investment by industry and governments in information assurance
technology and services to improve cyber security and fight cyber crime.

Second, partnership and cooperation. U.S. industry and the Federal
Government with law enforcement and national security must continue
on the current path to work together in close partnership. Cooperation
and partnership are the keys to success because the government cannot
solve these problems alone, nor can industry.

Third, industry leadership. Because the Internet is mostly owned and
operated by business, industry leaders must take the cyber lead on
security.  Industry leadership means more attention to sharing
information about risks and vulnerability, greater investment in
information assurance services, and driving business-to-business security

standards.

Fourth, information sharing and analysis. This is a vital role for
industry to create industry information sharing and analysis centers, as
Mr. Andrews just mentioned, to share information about cyber attacks.
We have one for IT, we have one for the financial industry. We need
these same kind of centers for all the rest of the major industries.

Ifthe Federal Government removes certain barriers — we talked about
the FOIA, antitrust — industry will be willing to share information, but
they will not do it without those things being adjusted.

If this kind of information is shared with each other and with the
government, the entire community of users will be stronger and better
able to fend off attackers and lower the risks of operating on the Internet.

I believe that the information sharing is critical to addressing the
cyber security issues.

Fifth, lead by example. The Federal Government must lead by
example to be a model in this cyber security area.

Sixth, we need to develop federal policy in close coordination with
the U.S. state governments and other nations. The Federal Government
needs to preempt some of these laws so that we don't have 50 different
rules on information security and cyber security but have one that we can
probably make.

We need to work on the shortage of skilled personnel because that
shortage of skilled personnel has caused us to go and try to do this job
with all kinds of people, and we don't really know the quality of the
people doing some of the work in systems administration.
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We need to avoid cost shifting between the Federal Government and
industry and industry to the consumer. We need to make sure that
everybody has a piece of the action and has a stake in the game.

And, Mr. Chairman, there is no substitution for privacy and security.
We need them both. We do not need to trade out one for the other.

And finally, as our regulatory bodies deliberate over oversight to all
these different industries, we need to encourage them to pay more
attention to cyber security and the infrastructure and try to prod their
constituents to do more in this space.

The digital economy has erased national borders, removed economic
barriers, and allowed enterprises to become truly global. The digital
economy has linked business with their customers and suppliers in ways
never before imagined. It also promises great prosperity. But we must
be vigilant. We must depend on security and trust.

Together we can provide both. We can get through this with close
collaboration of government and industry. Let's all make cyber space
safe for all of our constituents.

Thank you, Mr. Chairman, for the opportunity to talk about this.
This is very, very important. Thank you.

[The prepared statement of Mr. Edmonds appears in the Submissions for
the Record on page 87.]

Senator Bennett. Thank you very much for your testimony.

Let me make a comment. All of the witnesses and some of the
questions have all addressed the question of how the government is
structured and what are we doing about it.

I do not think it violates a confidence to say that Dr. Condoleeza Rice
has been in my office and has discussed this with me and Senator
Roberts, who is concerned about it from the Armed Services Committee,
and I was very encouraged and heartened not only by her commitment to
this, but more importantly her knowledge.

I have had the experience with Y2K, and now with this issue of
having to educate people as to where we are, and that is one of the
reasons for this hearing, to educate you and hopefully through the press
and the general public.

Dr. Rice was educating me. She knows this issue very well, not only
from her academic background and her understanding of national security
issues but also from her experience as being a board member on a number
of companies, so that she sees this from the industry side as well as the
government side.

I am very heartened by her leadership down at the White House and
her determination to see that this gets an appropriate high level of
activity. ‘

1 did not want to break in on the questioning of my colleagues, but
several of my colleagues raised the issue of what 1s going on and I wanted
to share that and make it part of the record of what is going on now.
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Mr. Branigan, your maps illustrate the Internet right up to an entity's
firewall. Do we have any way of understanding the size of the networks
which may exist beyond the firewall?

Mr. Branigan. If I could, I would like to have Mr. Cheswick join
me at the table.

Senator Bennett. Okay, please, Mr. Cheswick.

For example, is there one machine, or a thousand machines on the
other side of the firewall.

Mr. Cheswick. We can usually tell the size of a corporation by the
amount of space that has been allocated to them. But they can also use
private space.

Soitis actually quite difficult to tell, and any estimate you hear about
the number of computers on the Internet is just that. It is a wild guess.
There is no way to really go and find out.

Senator Bennett. How many bad network connections does it take
to compromise the company's network and place its intellectual capital
or financial information at risk?

Mr. Branigan. Just one.

Senator Bennett. I was afraid of that.

Mr. Branigan. A number greater than zero, but not much.
Senator Bennett. Okay.

Mr. Cheswick. Often zero, if you have an insider who is bad, and
that is often the case.

Senator Bennett. Do you have any information, any of you — you
talked about the insider who is bad — I talked about the virtual insider,
somebody who breaks in but does not have a legitimate reason to be
there. What about the insider, the disgruntled employee, somebody who
feels he did not get the bonus he was entitled to, did not get the
promotion, is going to leave but by george he is going to leave something
behind?

Do we have any information anywhere about how serious — it is
obviously a serious problem when it happens —how often it happens? Do
we have any kind of wild guess as to the percentage of challenge that this
has in terms of security?

Are we focusing so much on preventing other people from getting in
that we are missing the possibility that somebody already has the
password and can be the bad actor?

Mr. Andrews, you look like you want to take that one.

Mr. Andrews. Well I am just reflecting from commercial clients
that we have had. We feel that, and have seen, that really the insider, the
real insider, or the disgruntled employee is actually a greater risk than the
virtual insider.

Most companies receive more damage, more of a threat from
insiders, true insiders, than from what has been seen in the past as the
external threat.
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Now that external threat is growing, but I think today the statistics
overwhelmingly would show that it is the real insider, that disgruntled
employee, maybe just a good-intentioned employee doing dumb things,
or someone selling for economic reasons, selling access or data to a
company's internal systems.

Senator Bennett. Mr. Andrews, you talked about the need to
organize this as a strategic issue and I agree absolutely with that. I made
my reference to Dr. Rice as she is trying to raise it to the strategic level.

Without angering — I hope I do not anger my friends at the FBI — 1
was a little critical at the decision of the Clinton Administration to put the
primary focus on the FBI for exactly the reason you have described. It
makes it a tactical issue rather than a strategic one.

Would you comment on where it ought to be? Is the National
Security Director, Advisor, Condoleeza Rice, the right place for it? Or
if you were king for a day, or president for an hour, where would you put
it?

Mr. Andrews. I think there are varying responsibilities in the
Federal Government. 1 think that you need leadership in the White
House, and I think that Dr. Rice is doing an outstanding job in beginning
to address this very difficult problem.

I have been in discussions where she has made presentations and
discussed this issue, and she really is trying to get her arms around it.

She has the Critical Infrastructure Assurance Office, Dick Clark,
under her that has been trying to address it. So you do need leadership
from the White House.

But in the end you have got to have accountability in the agencies of
government to implement. The Department of Defense has got to protect
its systems. Other agencies have got to be able to ensure that it can work
effectively with its constituencies and protect its systems.

So I think that there needs to be accountability established from the
top down. But then we need to hold those officials in the agencies
responsible for protecting their systems.

Senator Bennett. I appreciate that comment very much, and you
remind me of the experience that really brought me to this whole issue,
which was my experience with respect to Y2K.

John Koskanan was appointed the Y2K czar in the administration,
but he very quickly and very wisely did what you have just said. He
would go around to the Cabinet officers and say: You have a Y2K
problem and I am not here to fix it. You fix it. I am here to monitor you,
to be a resource to you, to prod you and help you.

But, no, Y2K will not be solved by the Y2K czar. Y2K will be
solved by the Cabinet officer.

Iremember in the Y2K discussions John Hamry, who was the Deputy
Secretary of Defense and got this assignment from Secretary Cohen, he
said to me: “Until you started kicking on us, we had never done an
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inventory of how many computers we have in the Defense Department.
We did not know.”

And in order to do Y2K, we had to do that kind of thing. Now that
is not something that could be driven out of the White House. As you
say, that is accountability for the Cabinet officer himself or herself to do
within that Cabinet agency.

The good news is we came out of Y2K with a Defense Department
inventory of all of their computers. The bad news is, looking down that
inventory we discovered, given the length of the contracting cycle at the
Defense Department, the procurement cycle, if you have a 486 machine
in the Department of Defense you’ve got a real hot item—

(Laughter.)
Senator Bennett. — because most of the stuff is older than that.
My time is up. Congresswoman Dunn.
Representative Dunn. Thank you, Mr. Chairman.

Thank you for the fascinating testimony, all of you. It is an
eye-opening experience for me. I think I would like to ask a general
question first.

Are there other nations in the world that we are working with very
closely on this problem of cyber terrorism? Are there other nations that
are as dependent on the Internet as we are in the United States?

What is happening out there? And is the collaboration with other
nations adequate?

Mr. Edmonds. Yes, Ms. Dunn—

- Representative Dunn. If Dr. Gershwin wants to join the panel, that
might be one he would like to talk about, too.

Mr. Edmonds. We have global customers in EDS, and a lot of
government. My job before the current one, I was the global government
for EDS, and each one of those governments are very concerned about
protecting their information. They are concerned about cyber crime.

They also look to us a lot from the U.S. to lead the way, and our
corporations, almost all of them, global, have to deal with this every day.

They also have to deal with protecting the equities of that country's
information versus the U.S. information is another issue. That is very,
very important. But it is pretty much a global discussion.

There are forums all around the world on this subject constantly.
You can look at the schedule of events for most people in this business
and they have at least a half a dozen conferences around the world on
cyber security.

Dr. Gershwin. Let me add to that a little bit.

There is certainly growing attention in other countries, although as
Mr. Edmonds explained I think they do really depend on the United
States a lot to lead the way. We have really got more information and
more experience on this than most other countries.
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But I see, for instance we had a conference recently in Europe and at
that conference there was a great deal of interest expressed by some of
the participants, in cyber security issues, more than I mmght have
expected.

SoIthink it is a growing realization. Iknow the Defense Department
has had a number of exchanges with Western European countries on
these issues and has done some gaming experiences to try to sensitize
people to the significance of infrastructure.

It is very important when people understand that it is infrastructure
and not just military information systems, that everyone’s infrastructure
isreally the critical issue. 1think that is taking hold worldwide, although
it is very recent and I would say probably mostly in Europe.

I do not know really how much of that is understood elsewhere. But
it is certainly an area that is going to need a lot more attention.

. One of the inhibitions I think on making it all work is that there is
again a lot of concern about proprietary information, U.S. technology,
foreign technology, whose technical secrets have to be revealed in order
to accomplish some of these objectives.

So just as we have some of the domestic issues associated with
sharing between U.S. Government and U.S. industry, we have the same
kind of problems I think in sharing internationally. Those I think are
serious inhibitions in making progress.

Mr. Branigan. If I may, I would like to add, as well. I have been
mvolved with the G8. They have had a Committee on Safety and
Security In Cyber Space, and I have been involved with that for the past
year.

The member nations have brought industry, in addition with the
governments, to try to tackle these issues, as well. What they are trying
to do is address some of the jurisdictional problems that you see with
cyber crime, and they are making great progress with it. Another
organization that both Bill and I are involved with is the New York
Electronics Crime Task Force out of the Secret Service up in New York
City.

What they are doing is bringing a lot of law enforcement together
with industry to talk about these issues in a trusted environment, as well.
So there has been a lot of work going on that we have been involved with
both internationally, and when you look at the law enforcement side, they
are just bringing police from different countries to talk about their
common issues.

So some of it is very governmental, and some of it is almost
on-the-street level.

Ms. Lipps. Also from a BITS perspective we have been having
increased communications with the international trade associations, the
payment associations internationally. We have started to work, to some
degree, with the Basel Committee on e-banking, which is taking a look
at these issues as well.
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We have received increased calls regarding the guidelines that we are
producing and specific requests for us to share that information across the
borders.

Representative Dunn. I think that is fine, Mr. Chairman. Thank
you. Thank you, panel.

Senator Bennett. Following up a little on what Congresswoman
Dunn asked, I see a tension here. Obviously in financial services we
want the money that transfers around the world to be secure. We want
the information to the financial institutions to be secure. Because so
much banking activity takes place across borders, we want that kind of
cooperation.

At the same time, Dr. Gershwin, there are some countries that want
information from us that they do not want to pay for. And they want to
get into various places, whether it is Moonlight Maze, or Solar Sunrise,
or whatever it'is, those things that have now been talked about.

So if you were a policymaker in an unnamed foreign country in an
indeterminate continent — we will be as vague as possibly can be — one
imperative says let's cooperate with the United States because they are
the backbone. We have got to keep all of this information secure. We
have got to make sure cyber crime does not happen.

And the other side of the policymakers in the house are saying, yes,
but if we break into the labs at Livermore, or if we break into Boeing to
find out what they are doing on their latest design, look what an
advantage that would give us.

Now, Dr. Gershwin, you are probably the best one to respond to that,
but if anybody else has some views, do you see — we are all sitting around
now with our feet on the table looking at the ceiling and thinking big
thoughts. Do you see that kind of tension possibly coming along in the

future?

Dr. Gershwin. Well I think the inevitability is that countries,
groups, will always see areas where they can gain an advantage by doing
things either clandestinely, having ways to get secrets for nothing, you
know, not having to pay for them, being able to extract things through
cyber intrusions that they would not otherwise be able to get at, and that
1s an inevitability. That is not going to go away.

The world is not going to be entirely safe for this kind of
phenomenon no matter how much cooperation goes on, no matter how
much good will there is.

But there are many very legitimate international functions in the
business world certainly for which we have a globally shared interest in
protecting, although there may be some outliers in this in terms of
countries or groups that do not share this vision.

But, for a very large fraction of the world's business there is I think
a globally shared interest in regulating the transaction so that there is
greater security and things are on a more level playing field.
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So I think there always will be this tension. We are obviously keenly
aware of it in the intelligence business because we are obviously very
concerned about bad actors, whether it be state actors or non-state actors,
and we assume that those bad intentions and bad actions will be going on
inevitably.

No degree of sharing and goodwill will entirely stop that from taking
place. So we are in the business to stay, of paying attention to those
kinds of things.

But I think there is a great deal that can be accomplished probably
internationally in the way of sharing information with governments,
including governments that are not always friendly to us.

There are many things that we can accomplish with countries with
whom we have serious rivalries which can probably help a lot. Because
they are all benefitting from the global economy, and there are many
aspects of that for which they should want a greater degree of security as
well, notwithstanding the fact that they will then take advantage of
opportunities to do things that go beyond.

Representative Dunn. Could I just ask one when you are finished?
Senator Bennett. Sure.

Representative Dunn. I was just thinking. You know, this whole
discussion is interesting in one way in that it is tough to regulate
something that is criminal activity. It reminds me a little of the grey
economy.

But does anybody have any idea whether any of this could be handled
through trade agreements, for example? Is there anything being done on
that front?

Mr. Andrews. I will make acomment. I think that trade agreements
are just one tool to help facilitate cooperation.

We have found, as we have tried to defend our commercial
businesses against organized crime in the cyber world that there are a
number of countries that are very cooperative, even though that are not
sometimes our friends in other forums. I would cite Russia for example
that has cooperated in several instances in helping us track down
criminals that have been attacking from their territory U.S. corporations.

Other countries, some that are our friends, serve as havens for
hackers. And because of that, it is very difficult for us to be able to trace
back to the source, even if it is a different country, say another European
country that is using a second European country as a launching pad for
its attacks.

As long as there are those safe havens in the world, it is going to
make it even harder for us to be able to hold our friends accountable for
not engaging in the dialogue as our friends on the one hand and attacking
our industries, or even probing some of our national security systems on
the other.

So I think one thing that we can do is use every tool in our tool kit,
including trade agreements, to put pressure on those countries that are
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havens for criminals, and even for hackers, havens for cyber anything, to
open their doors up and let our law enforcement and other agencies be
able to trace back these attacks all the way through the system to the
source.

Mr. Edmonds. I think the real opportunity to make a difference in
the international trade area, I think if we could focus on industries, we
have found out that industries kind of make up their own rules of
engagement across the world.

The energy industry, health care, they all come together to try to find
ways to solve common problems. Even our own U.S. Government has
a tendency to get along well in those industries.

The financial industries around the world will work on how to protect
the integrity of the financial industry by encryption, by regulation, those
kinds of things.

So I think one of the things we really ought to have as a parallel
effort as we deal with things like trade agreements and all is let the
industry, the natural flow of those industries help us do this.

You have conventions around the world in those market spaces. You
go to Thailand to have an energy conference with people around the
world and they will talk about the same kinds of problems: protection,
integrity of their industry. So I think that is one area we could look at to
make a difference and focus. And you can get some Executive Branch
of the government to help us with that if we did that.

Senator Bennett. Well thank you all very much.

I just cannot resist one last comment. Dr. Gershwin, in your basic
testimony you talked about nation-states developing tradecraft skills, and
I got a picture out of all this that I have not had before, that the
temptation to use those tradecraft skills to find out what an American
company may be bidding for a particularly lucrative contract which
would otherwise go to that country's state-supported industry is a
temptation that will be very, very strong and adds all kinds of
implications to what the future might be like.

Dr. Gershwin. ] certainly agree.

Senator Bennett. Okay. Thank you again. We appreciate all of
your coming. The hearing is adjourned.

[Whereupon, at 12:10 p.m., the Committee was adjourned.]
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PREPARED STATEMENT OF

SENATOR ROBERT F. BENNETT
Good morning, and thank you for joining us today as we take a closer
look at the issue of cyber security within our increasingly “wired world.”
During this hearing, we will explore current and future cyber threats to
U.S. economic and national security. We also will examine whether the
current policies governing cyber security and critical infrastructure
protection are sufficient.

The National Intelligence Council will begin by placing the cyber
threat over the next fifteen years in the context of globalization. Next, we
have a distinguished panel of four representatives from the private sector
who will discuss the following: (1) the unintended security issues related
to interconnectivity; (2) industry initiatives to mitigate cyber security
risks; (3) the need for the for the United States to focus on cyber security
in a strategic way; and (4) how strong public—private partnerships can
protect our information infrastructures.

Over the past ten years, the world has undergone dramatic
technological changes. As technology systems rapidly evolve, most
notably the Internet, so has the risk. The benefits of technology are easy
to understand. Improved communication means a growth of commerce,
expanded free trade and a more closely integrated world.

However, this increased reliance on information technology creates
a complicated set of threats to U.S. national and economic security. The
enormous proliferation of connectivity and technology now means that
potential adversaries no longer need traditional military tools to attack or
disrupt the U.S. economy. The tangled web of networks is a potential -
launching pad for attacks, espionage and viruses by almost anyone
around the world. Computer viruses, like the “Love Bug” can cause
global damage and disruption. Some of these computer networks and
information systems operate parts of critical infrastructures once only
accessible by the military. For example, in early May, hackers appearing .
to originate in China routed themselves through servers in Oklahoma and
California and found their way into the California power grid. While the
hackers did not cause any blackouts, the potential damage could have
been significant.

The world wired together by the Internet is based on computer
network connections and powerful communications nodes that are
literally redefining the geography of commerce and communication.
When we think of national security, we think of making our borders
secure. However, on the Internet, borders disappear. In addition, eighty-
five percent of U.S. critical infrastructures, such as telecommunications,
energy, banking, and transportation systems, are owned by the private
sector. In an interconnected world, the private sector is on the front line.

It is important to remember that the Internet was built for sharing, not
security. It is inherently open and decentralized. This openness can be
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costly, though. Computer Economics, a California-based research firm,
reports that computer viruses in 2000 cost American businesses over $17

_billion. Unfortunately, no one really knows what was lost in terms of
intellectual property through espionage, hacking, or foreign intelligence
services.

If we leave this hearing with one idea it should be this: The physical
world that Rand McNally and other mapmakers introduced us to must not
dominate our strategic thinking for the next century. Instead, we -
Congress, the executive branch and the private sector - must view the
emerging geography from a strategic perspective. Attempts to map the
Internet reveal a world where physical geography disappears. We must
resist the temptation to think about the Internet in a traditional context of
geographic boundaries.

Over the past several years, there have been many efforts to
understand the security associated with cyber-based threats. All too often,
however, the complex issues of cyber security and infrastructure
protection are overshadowed by the attention paid to hacking exploits and
website defacements. It is time that we finally turn to the more strategic
security challenges to our economic and national security. We need to
take a fresh look at U.S. cyber security infrastructure protection policy.
Thank you.
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SENATOR JACK REED, VICE CHAIRMAN

Thank you Mr. Chairman. As a member of the Senate Armed
Services Committee as well as this Committee, I am especially pleased
to have the question of cyber security and the U.S. economy addressed
today. Of course, the issues of security and cyberspace are myriad and
complex — we will barely be able to scratch the surface in a single
hearing. But, judging from the list of eminent witnesses who have agreed
to appear today, I’m sure that we will learn as much as is possible during
our limited time. I welcome all of our witnesses and presenters — thank
you for coming before the Commiittee today.

Advances in information technology and applications were critical
to the spectacular expansion the U.S. economy enjoyed during the 1990s.
Technological advances in computing and communications, especially
the internet, contributed significantly to the resurgence of U.S.
productivity in recent years, and they are certain to play important
economic roles for years to come.

There is little doubt that increased use of the internet has been a great
boon to the U.S. economy. By the same token, however, the expansion
of economic opportunities made possible by the advances in information
technology and the internet has been attended by an expansion of risks as
well. These risks encompass a wide range of interests, from the
safeguarding of our national security and the integrity of our financial
system to the preservation of the privacy of the individual, with many
other interests within this spectrum as well.

We are only beginning to understand the extent of the risks to our
critical infrastructure and economic security. The internet maps to be
presented during today’s hearing bring home the point that internet links
can confuse the borders between individuals and other economic entities.
Viewed as an entity in cyber space, a corporation has no clear beginning
or end. Similarly, national borders are blurred within the context of
cyber geography. The internet challenges us to reevaluate our traditional
views of how the world works.

And, the new technology challenges us to reevaluate the way
government can interact with the private economy. Is the government
doing what it can to minimize the risks of cyber threats to our critical
defense and civilian infrastructures? How can government best
collaborate with the private sector, households and businesses, to ensure
the productivity and protection of the economy?

I thank our distinguished witnesses for testifying this morning.
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SENATOR JON S. CORZINE
Thank you, Mr. Chairman, for holding this hearing and thanks to all
of the witnesses for appearing here today.

I look forward to their testimony, and leamning more about this
complex issue. In particular, I want to welcome Mr. Branigan, who is
with the Lumeta Corporation, a company based in Somerset, New J ersey.

Mr. Branigan, it’s a pleasure to have you join us today.

With the advent, and continuing growing popularity of the Internet,
we have learned a great deal and enjoyed many benefits of the new
connectivity.

From streamlining supply chains, to deniocratizing the broadcast
media, the Internet has created a communications revolution that has
largely benefitted our society.

However, with this growth comes risk.

I'am looking forward to this hearing in so much as it will help us to
learn more about the growing cyber-security risks that are posed by the
connectivity that many of us so enjoy.

Many Americans rely heavily on the Internet — individuals and their
families, American businesses and an area that 1 am highly familiar with,
our financial markets, all utilize the Internet as an integral part of their
existence.

Because of this, it is vitally important that we learn more about the
threat that disruptions, hacking and other invasive practices pose to our
citizens, our economy and our national security.

It is imperative that we do all we can to ensure that we are well
protected from threats posed to our cyber systems —~ both domestically
and abroad.

Again, Mr. Chairman, I thank you for holding this hearing and I look
forward to the testimony from our witnesses today.
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REPRESENTATIVE LAMAR S. SMITH
Mr. Chairman, thank you for holding this hearing on cyber security.

I'have a particular interest in this subject. As Chairman of the House
Judiciary Crime Subcommittee, Irecently held three hearings on the issue
of cyber security. The final hearing examined the role of businesses in
combating cyber crime.

Crime is still crime, whether it occurs on the street or on the web.

And while other crime rates continue to drop, cyber crime is
dramatically increasing.

The economic consequences of cyber crime are enormous. Billions
of dollars are lost every year. International software pirates rip off
consumers and companies, costing hundreds of thousands of American
jobs.

Last May one computer virus disrupted the communications of
hundreds of thousands of computers, causing losses estimated in the
billions of dollars. And in March, the FBI issued a warning that an
organized group of Russian hackers had stolen more than a million credit
card numbers from companies’ databases.

The internet has fostered an environment where hackers retrieve
private data for amusement, individuals distribute software illegally, and
viruses circulate with the sole purpose of debilitating computers.

In confronting this issue, the business community faces a dilemma.
Do they report cyber crime at the risk of losing the public’s confidence
in their ability to protect customer information? Or, do they fail to act
and risk losses and repeat attacks?

Technology hold the key to the future, and private businesses are
leading the way in innovation and products. But if left unchecked, cyber
crime will stifle that progress.

I hope to hear from the witnesses on how their companies and
businesses are working to enhance cyber security. I also would like to
hear about their suggestions for legislation.

Thank you Mr. Chairman.
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Mr. Chairman, thank you for the opportunity to provide a statement on cyber threat and
critical infrastructure issues. Late last year the NIC published a report called Global
Trends 2015 which presented the resulis of a close collaboration between US
Government specialists and a wide range of experts outside the government, on our best

judgments of major drivers and trends that will shape the world of 2015.

In 2015 we anticipate that the world will almost certainly experience quantum leaps in
information technology (IT) and in other areas of science and technology. IT will be the
major building block for international commerce and for empowering nonstate actors.
Most experts agree that the IT revolution represents the most significant global
transformation since the Industrial Revolution beginning in the mid-eighteenth century.

¢ The integration — or fusion .— of continuing revolutions in information
technology, biotechnology, materials science, and nanotechnology will generate
dramatic increases in technology investments, which will further stimulate

innovation in the more advanced countries.
7 .

The networked global economy will be driven by rapid and largely unrestricted flows of
infonﬁation, ideas, cultural values, capital, goods and services, and people: that is,
globalization. This globalized economy will be a net contributor to increased political
stability in the world in 2015, although its reach and benefits will not be universal. In
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contrast to the Industrial Revolution, the process of globalization will be more
compressed. Its evolution will be rocky, marked by chronic financial volatility and a

widening economic divide.
Cyber Threat Concerns

As the Director of Central Intelligence testified to the Congress earlier this year, no
country in the world rivals the US in its reliance, dependence, and dominance of
information systems. The great advantage we derive from this also presents us with

unique vulnerabilities.

o Indeed, computer-based information operations could provide our adversaries
with an asymmetric response to US military superiority by giving them the

potential to degrade or circumvent our advantage in conventional military power.

o Attacks on our military, economic, or telecommunications infrastructure can be
launched from anywhere in the world, and they can be used to transport the

problems of a distant conflict directly to America’s heartland.

Hostile cyber activity today is ballooning. The number of FBI computer network
intrusion cases has doubled during each of the past two years. Information derived from
the Internet indicates that since last September the number of hacker defacements on the

‘Web have increased over tenfold.

Meanwhile, several highly publicized intrusions and computer virgs incidents such as the
recent intrusion into the California Independent System Operator — the non-profit
corporation that controls the distribution of 75 percent of the state’s power — have fed a
public — and perhaps foreign government — perception that the networks upon which
US national security and economic well-being depend are vulnerabie to attack by almost
anyone with a computer, a modem, and a modicum of skill. This impression, of course,

overstates the case.



52

US Networks as Targets

Information from industry security experts suggests that US national information
networks have become more vulnerable—and therefore more attractive as targets of
foreign cyber attack. An independent group of security professionals created the
“Honeynet Project,” placing virtual computers on the Internet to evaluate threats and
vulnerabilities that currently exist. The results were stunning: the average computer
placed on the Internet will be hacked in about 8 hours. University networks are even

worse, with an unsecured computer system being hacked in only about 45 minutes.

e The growing connectivity among secure and insecure networks creates new
opportunities for unauthorized intrusions into sensitive or proprietary computer

systems within critical US infrastructures, such as the nation’s telephone system.

» The complexity of computer networks is growing faster than the ability to
understand and protect them by identifying critical nodes, verifying security, and

monitoring activity.

o Firms are dedicating growing, but still insufficient, resources to the defense of
critical US infrastructures against foreign cyber attack — perceived as a low
likelihood threat compared to routine disruptions such as accidental damage to

telecommunications lines.



Mainstream commercial software -—— whose vulnerabilities are widely known — is
replacing relatively secure proprietary network systems by US telecommunications
providers and other operators of critical infrastructure. Such commercial software

includes imported products that provide opportunities for foreign implantation of

exploitation or attack tools.

e US government and defense networks similarly are increasing their reliance on

commercial software.

Opportunities for foreign placement or recruitment of insiders have become legion. As
part of an unprecedented chumning of the global information technology work force, US
firms are drawing on pools of computer expertise that reside in 2 number of potential

threat countries.

e Access to US proprietary networks by subcontractors of foreign partners is
creating “virtual” insiders whose identity and nationality often remain unknown to

US network operators.

® Foreign or US insiders were responsible for 71 percent of the unauthorized entries
into US corporate computer networks reported to an FBI-sponsored survey last

year.

e Despite growing interconnectivity, control networks — whose compromise could
disrupt critical US infrastructures such as power or transportation — are designed
to be less accessible from outside networks, according to industry experts. In
addition, many control networks use unique, proprietary, or archaic programming
languages thought to be — and clearly intended to be — poorly understood by
hackers. Nonetheless, we remain concerned that increasing use of the Internet by
critical infrastructures and the US military combined with increasing convergence

to just a few software systems could leave the US open to more damaging attacks.




Growing Foreign Capabilities

Advanced technologies and tools for computer network operations are becoming more
widely available, resulting in a basic, but operationally significant, technical cyber

capability for US adversaries.

Most US adversaries have access to the technology needed to pursue computer network
operations. Computers are almost globally available, and Internet connectivity is both
widespread and increasing. Both the technology and access to the Internet are

inexpensive, relative to traditional weapons, and require no large industrial infrastructure.

e The tradecraft needed to employ technology and tools effectively however —
particularly against more difficult targets such as classified networks or critical
infrastructures — remains an important limiting factor for many of our

adversaries.

Hackers since the mid-1990s have shared increasingly sophisticated and easy-to-use
software on the Intemet, providing tools that any computer-literate adversary could
obtain and use for computer network reconnaissance, probing, penetration, exploitation,
or attack. Moreover, programming aids are making it possible to develop sophisticated

tools with only basic programming skills.

¢ Globally available tools are particularly effective against the mechanisms of the
Internet, but specialized tools would be needed against more difficult targets, such

as many of the networks that control critical infrastructures.

Even with technology and tools, considerable tradecraft also is required to penetrate
network security perimeters and defeat intrusion detection systems — particularly against
defensive reactions by network security administrators. Tradecraft also will determine
how well an adversary can achieve a targeted and reliable outcome, and how likely the

perpetrator is to remain anonymous. Attackers must tailor strategies to specific target
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networks — requiring advanced and continued reconnaissance to characterize targets and
ensure that exploitation tools remain effective in the face of subtle changes to computer

systems and networks.

¢ Cyber attacks against less well-defended networks still would require prior
identification of critical nodes and a preplanned campaign, if the attacks were to

achieve a strategic impact.
Potential Actors and Threats
Let me talk about some of the groups that will challenge us on the cyber front.
Hackers

Although the most numerous and publicized cyber intrusions and other incidents are
ascribed to lone computer-hacking hobbyists, such hackers pose a negligible threat of
widespread, long-duration damage to national-level infrastructures. The large majority of
hackers do not have the requisite tradecraft to threaten difficult targets such as critical US

networks — and even fewer would have a motive to do so.

Nevertheless, the large worldwide population of hackers poses a relatively high threat of
an isolated or brief disruption causing serious damage, including extensive property
damage or loss of life. As the hacker population grows, so does the likelihood of an

exceptionally skilled and malicious hacker attempting and succeeding in such an attack.

o In addition, the huge worldwide volume of relatively less skilled hacking activity

raises the possibility of inadvertent disruption of a critical infrastructure.



Hacktivists

A smaller foreign population of politically active hackers — which includes individuals
and groups with anti-US motives — poses a medium-level threat of carrying out an
isolated but damaging attack. Most intemational hacktivist groups appear bent on

propaganda rather than damage to critical infrastructures.

Pro-Beijing Chinese hackers over the past two years have conducted mass cyber protests
in response to events such as the 1999 NATO bombing of China’s embassy in Belgrade.
Pro-Serbian hacktivists attacked a NATO Website during Operation Allied Force.
Similar hacktivism accompanied the rise in Israeli-Palestinian clashes last year and
several thousand web page defacements and some successful denial-of-service attacks

were associated with the recent EP-3 incident.

Industrial Spies and Organized Crime Groups

Intemational corporate spies and organized crime organizations pose a medium-level
threat to the United States through their ability to conduct industrial espionage and large-
“scale monetary theft, respectively, and through their ability to hire or develop hacker
talent. ’

e Japanese syndicates used Russian hackers to gain access to law enforcement
databases, evidently to monitor police investigations of their operations and

members, according to a press report last year.

* According to press reports, a Mafia-led syndicate this year used banking and
telecommunications insiders to break into an Italian bank’s computer network.
The syndicate diverted the equivalent of $115 million in European Union aid, to
Mafia-controlled bank accounts overseas before Italian authorities detected the

activity.
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Foreign corporations also could use computer intrusions to tamper with competitors’
business proposals, in order to defeat competing bids or unfairly position products in the

marketplace.

* Computer network espionage or sabotage can affect US economic
competitiveness and result in technology transfer — directly through product

sales, or indirectly — to US adversaries.

Because cyber criminals’ central objectives are to steal, and to do so with as little
attention from law enforcement as possible, they are not apt to undertake operations

leading to high-profile network disruptions, such as damage to US critical infrastructures.

¢ Major drug trafficking groups, however, could tum to computer network attacks
in an attempt to disrupt US law enforcement or local govemnment counternarcotics

efforts.

* Organized crime groups with cyber capabilities conceivably could threaten

attacks against critical infrastructure for purposes of extortion.

Moreover, rampant criminal access to critical financial databases and networks could
undermine the public trust essential to the commercial health of US banking institutions
and to the operation of the financial infrastructure itself.

e- In addition, criminal computer network exploitation could inadvertently disrupt

other infrastructures.
Terrorists
Traditional terrorist adversaries of the United States, despite their intentions to damage

US interests, are less developed in their computer network capabilities and propensity to

pursue cyber means than are other types of adversaries. They are likely, therefore, to
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pose only a limited cyber threat. In the near term, terrorists are likely to stay focused on
traditional attack methods — bombs still work better than bytes — but we anticipate
more substantial cyber threats are possible in the future as a more technically competent

generation enters the ranks.
National Governments

National cyber warfare programs are unique in posing a threat along the entire spectrum
of objectives that might harm US interests. These threats range from propaganda and
low-level nuisance web page defacements to espionage and serious disruption with loss
of life, to extensive infrastructure disruption. Among the array of cyber threats, as we see
them today, only government-sponsored programs are developing capabilities with the
future prospect of causing widespread, long-duration damage to US critical

infrastructures.

s The tradecraft needed to employ technology and tools effectively remains an
important limiting factor — particularly against more difficult targets such as
classified networks or critical infrastructures. For the next 5 to lO.years or so,
only nation states appear to have the discipline, commitment and resources to

fully develop capabilities to attack critical infrastructures.

Future Tools and Technology

New cyber tools and technologies are on the way for both the offense and defense. For
example, because networks — and their vulnerabilities — are evolving so rapidly, new
tools for network mapping, scanning, and probing will become increasingly critical to
both attackers and defenders. Either side could apply research in autonomous software
“agents” — intelligent, mobile, and self-replicating software intended to roam a network

gathering data or to reconnoiter other computer network operations.
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Incremental deployment of new or improved security tools will help protect against both
remote and to some extent inside threats. Technologies include better intrusion detection
systems, better methods for correlating data from multiple defensive tools, automated
deployment of security patches, biometric user authentication, wider use of encryption,
and>public key infrastructures to assure the authenticity and integrity of e-mail, electronic
documents, and downloaded software. However, the defense will be at some
disadvantage until more fundamental changes are made to computer and network
architectures — changes for which improved security has equal billing with increased

functionality.

For attackers, viruses and worms are likely to become more controllable, precise, and
predictable — making them more suitable for weaponization. Advanced modeling and
simulation technologies are likely to assist in identifying critical nodes for an attack and

conducting battle damage assessments afterward.

o In addition, tools for distributed hacking or denial of service — the coordinated
use of multiple, compromised computers or of independent and mobile software

agents — will mature as network connectivity and bandwidth increase.

The rapid pace of change in information technology suggests that the appearance of new
and unforeseen computer and network technologies and tools could provide advantages
in cyber warfare to either the defender or the attacker. Wildcards for the years beyond
2005 include the pdssibility of fundamental shifts in the nature of computers and
networking, driven, for example, by emerging optical technologies. These changes could
improve processing power, information storage, and bandwidth enough to make possible
application of advanced software technologies — such as artificial intelligence —to

cyber warfare.

10



60

¢ Such technologies could provide the defender with improved capabilities for
detecting and attributing subtle malicious activity, or could enable computer

networks to respond to attacks automatically.

o They could provide the attacker with planning aids to develop an optimal
strategy against a potential target and to more accurately predict effects.

Implications

Despite the fundamental and global impact of the information revolution, the reliance of
critical US activities on computer networks, and the attention being devoted to
information operations, uncertainty remains whether computer network operations will

evolve into a decisive military weapon for US adversaries.

o To a degree that we cannot estimate, emergency measures to compensate for
computer network disruptions will be available to maintain some basic level of
services — as demonstrated during the Y2K rollover. Adversaries, therefore,
may never overcome the planning uncertainties that derive from a US potential

to work around even severe degradations in network performance.

Nonetheless, a recent CIA report “Preserving National Security in an Increasingly
Borderless World” suggests that the information age and advanced technology will
‘embolden our adversaries to target what they perceive as our vulnerabilities rather than to

engage US forces directly:

® Weapons of “mass effect,” such as denial-of-service attacks, are likely to

proliferate in the coming decade.

* As the technology revolution accelerates, civilian technology will increasingly
drive military technology, and the civilian sector will increasingly become the

point of attack for enemies of the United States.
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Whether or not foreign computer network operations mature into a major combat arm,
however, they will offer an increasing number of adversaries new options for exerting
leverage over the United States — including selection of either nonlethal or lethal

damage and the prospect of anonymity.

o Adversaries will be able toluse cyber attacks to attempt to deny the United
States its traditional continental sanctuary with attacks on critical
infrastructures. They could exploit US legal and conceptual controversies
relating to defending privately operated networks with US Government
resources and the separation of the US domestic and foreign security
establishments.

Adversaries also could use cyber attacks to attempt to slow or disrupt the mobilization,
deployment, combat operations, or resupply of US military forces. Attacks on logistic
and other defense networks would be likely to exploit heightened network vulnerabilities
during US deployment operations — complicating US power projection in an era of

decreasing permanent US military presence abroad.

Whatever direction the cyberthreat takes, the United States will be confronting an
increasingly interconnected world in the years ahead. As the CIA report points out, a
major drawback of the global diffusion of information technology is our heightened
vulinerability. Our “wired” society puts all of us — US business, in particular, because
they must maintain an open exchange with customers — at higher risk from enemies. In
general, IT’s spread and the growth of worldwide digital networks mean that we are
challenged to think more broadly about national security. We should think in terms of
global security, to include the dawning reality that freedom and prosperity in other parts

of the world are inextricably bound to US domestic interests.
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ABstract

Wehtwebeenuollectmgandxecordmsmuungpuhsﬁ'omnt-esthosttoeachofovermwo
registered networks on the Internet since August 1998. The It

routing and hability inft ion, and is available to the public for research purposes. The
daily scans cover approximately a tenth of the networks on the Internet, with a full scan run
roughly once a month. We have also been collecting Lucent’s intranet data,’and applied these
tools to understanding its size and connectivity. We have also detecting the loss of power to
routers in Yugoslavia as the result of NATO bombing.

A simulated spring-force algorithm lays out the graphs that results from these databases. This
algorithm is well known, but has never been applied to such a large problem. The Internet graph,
thhmund&&OOOnodesunleOOOOedsu is much la:gerdmnthosaprehouslymnddued
tractable by the data visuali The layoyts are pl

though rather cluttered. On smaller networks, hknLuoentsmmt,thehyvuuprsemtha

data in a useful way. For the Internet data, we have tried plotting a
tree; by throwing away edges, the remaining graph can be made more accessible.
Omalayoutuchoun,xtmbewlmedmnmmwaysmshnwne&wmkrdmdmmdl

as [P add: domain i i

ISPs, L

of fi lls, etc.

This paper expands and upd: the d

1 Introduction

Network administrators have long used Van Jacob-
son's moemuu[lslcoldenﬁfythepu.hukmby

packets ds a given Each
“hop ontheout@mngpa&huamta.mdmost
routers will respond to a traceroute-style packet with
the IP address of one of its network interfaces. The
average Internet path from our scanning host is
17 hops, and the radius is 25. The average path
is slightly lower than most previous measurements,
mostly due to the scanning host being on the edge
of Lucent’s network and Lucent having 3 ISPs where
the scanning host is connected.

By obtaining a list of all announced networks on
an internet, and discovering the path to each of these
networks, we build a good picture of the “center”
of the Internet, and a kind of picture of what the
Internet looks like as a whole. Of course, this is
an egocentric view, as it only captures the paths
taken by our outgoing packets. Thus, the picture is

info@umeta.com | 220 Davidson Avenve

Somerset, N) 08873

of the project given in (2.

a reachability graph, not a complete map.
lnthacoumeofdevelopmgmdmungommap-

ping we quickly d
wnmmgmnllyusefulpursuit,asxtbemmobvi—
ous that is ble. Large in-

mwmhardwmmage,mdoﬂ'ermmymuy
problems. A map can yield a lot of information and
can help spot likely leaks in a company’s perimeter
security. This work led to work on intranet perime-
wrdiseovery[l]

Each ng the i scans two
sepmnetworh. Luomumzrmetmdtham
net itself. On Lucent's intranet, the mapping pro-
gram does run full scans daily. On the Internet, our
daﬂymwmaboutmmthohhedsﬂnm

each k about three times

a month. The mapping program runs full scans of

the Internet about once a month. The Internet data

is published on a web page (23] and saved to CD-
ROM. We plan to run these scans for years.

This scanning allows us to detect long-term rout-
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ing and connectivity changes on the Internet. We are
likely to miss the outage of a major backbone for a
few hours, unless it happens while we are scanning.
But a natural disaster, or major act of terrorism or
war, may well show up.

Due to the magnitude of the lting datab
& method of visualizing it is required. The eye can
help us gain some understanding of the collected
data. We can pick out interesting features for fur-
ther investigation and find errors in Internet router
configurations, such as routers that return invalid
IP addresses. We'd like to have a large paper map
with the properties of tradmonal ﬂa.z maps: they
can help one deter-
mine connectivity, readily reveal major features and
interesting relationships, and are hard to fold up.

We use a spring-force algorithm to position the
nodes on the map. A few simple rules govern the
adjustment of a point’s position based on proximity
of graph neighb ber of incident edges, and
the number and pesition of close nodes that are not
neighbors. We shuffie these points for 20 hours on
& 400MHz Pentium to obtain the maps shown in
this paper. The maps of Lucent, on the other hand,
take 20 minutes to an hour to layout, depending on
whether all the links are shown or just a spanning
tree. Sample graph sizes are:

networks edges nodes
Lucent 3,366 1,963 1,660
Internet 94,046 99,664 88,107

2 Motivation

The initial motivation for collecting path data came
out of a Highlands Forum, a ing that di d
poesible responses to future infrastructure attacks
uaingawenanofromt.heRandCorpormon Itwas
clear that a X ledge of the I 's

might be useful to law enforcement when the n&-
tion's infrastructure is under attack. Internet topol-
ogy could also be useful for tracking

for watching the whole Internet. Of course, given its
size, the entire Internet is difficult to watch. There
is a major web of interconnecting ISPs that in some
sense defines the “middle” of the net—the most im-
portant part.

Our current p using tr style
packets, only map outgoing paths, and only from our
test host—we discuss these limitations later. Even
this limited connectivity information can yield in-
sights about who is connected to whom.

The database itself can be useful for routing stud-
ies and graph theorists looking for real-world data
to work with. Since we are collecting the data daily
over a long period of time, we may be able to ex-
tract moeremng trends. We systematically collect
data daily, building a database that can
be used to reconstruct routing on the Internet ap-
proximately for any day where mapping was dane,
at least the paths from our scanning host.

The mapping software has lent itself to another
pressing problem: controlling an intranet. Software
that can handle 100,000 nodes on the Internet can
eagily handle intranets of similar size. An intranet
map can be colored to show insecure areas, business
units, connections to remote offices, etc 1].

Our visualizations of the I itself have at-
tracted wide media interest [25) [26]. Most people
visualize the Internet by showing people staring at
a web browser. Our maps give some idea of the size
and compiexity of the Internet.

3 Network Mapping

Our tracing data consists of paths from a test host
towards a single hmonadesunamnetwuth The

list of possibl is d from the
routing “arbiter database (28]. Thisis a eemnl reg-
istry of all d Internet add: i

those used only privately. Each provides a target
network address, such as 135.104.0.0/16.
There are other databases we could use, and in

packets back to their source {3].

An openly available map could be useful to mon-
itar the connectivity of the Internet, and would be
helpful to a variety of investigators. In particular, it
might be useful to know how connectivity changes
before and during an attack on the Internet infras-
tructure.

Goad ISPs already watch this kind of informa-
tion in near real-time to monitar the health of their
own npetworks, but they rarely know anything (or
care,much) about the status of networka that are
not directly connect to theira, No one is responsibl

r pe we, bably should have. Other route

d are available from MCI, CAnet,
RIPE and ANS. We should also include networks
announced in the care routing tables but not con-
tained in these lists. Prelimanry analysis of these
sources reveal that we miss approximately twenty
percent of the networks. These omissions will be
corrected when we start the multiple-source map-
ping described below.

We need to scan towards a particular host on the
target network. It is not particularly impartant that
the host actually be present. The network scanner

ly picks an IP ber on each k that
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is likely to be in use. This random selection is bi-
ased based on a quick survey of commonly-used IP
addresses (e.g., the most common last octet is 1 and
lower bers are more ). E ially, we
are performing a slow host scan over time until a
responsive host is found.

If the trace reaches a host on the target network,
the address is saved for future traces. More than half
the traces end with silence (due to an invalid address
or firewall), or an ICMP error reporting failure.

This technique only records an outgoing packet
path. 'I'hemmmgpa&huoftendxﬂermt many
Internet routes are as ISP i
agreements often divert traffic through different con-
nections. We do not know of a reliable way to dis-
cover return packet paths, but some ideas are dis-
cussed in section 7.

The pat.h may vary between traces, or even in-

dividual probes, d ding on
links, reoonﬁguntmm ebc This means the map-
ping progr lly ‘di: paths that

don't exist. lmagne a packet to Germany that is ei-
ther routed through the United Kingdom or France
at. random, for example. As alternate packets travel
gh paﬂu the ing program will
infer i the al paths that
do not exist, We believe that load-balancing over
large stretches of paths is rare. In terms of outages
and routing changes, the number of routes chang-
ing during a scan should be relatively small in most
cases.

The tech ployed only d the IP
path. Eu:hhnkalangchupa&hmaynotmuaﬂy
hysical link. For le, if an ISP is

nmmngmarbad:bonzomATM.thmuchhnk
represents a virtual circuit that may travet through
many ATM nodes. Thus, depending on how the
ATM network is connfigured, such an ISPs back-
bone may appear to be completely connected, even
thaugh it im'tpbymcallytrue From an IP stand-
point, h s ng this is ly difficult.

'I'hsmget.date.pa&hdau.mdpuhoomplctm
codumrewrdedmnmpletmfnrmn described
in Appendix A. The database is lated with
tnd:tionalUletexttoobandsomenmpleaddl-
tional programs.

Each day’s database is compressed and stored

permanently. Copies are a‘mxlable upon request.
The latest I is ilable daily
ling{23]. The d database is about 10~

20MB: mpetwduaﬂyutnpoutoldpnhsmorduw
keep its size down (Special snapshots of the database
are taken before this, however).

3.1 Mapping, Not Hacking

We do not want our tracing to be confused with
hacking probes, so the mapping must proceed gin-
gerly. The mapping program probes with UDP
packets addressed to high port numbers ranging
from about 33,000 to 50,000. Most intrusion de-
tection systems recognize these as traceroute-style
packets, though our port range is larger than tracer-
oute's. At worse, the probes tend to confuse system
administrators: there are few real services that ever
use these ports.

The path is discovered one hop at a time. For
each hop, a probe is sent out. If no reply is received
in 5 seconds, a second probe is sent. If no reply is
received to the second probe in 15 more seconds, a
third probe is sent. If no reply is received within 45
seconds after the third probe is sent, the path dis-
covery is halted. Stopping a path trace after failing
only one hop stops us from di ing the second
half of many paths (6], but makes us a less threat-
ening network citizens. A new scanner will try one
hop beyond these IP “holes”, giving us some idea of
what we are missing.

Since we do not want our mapping to be con-
fused with hacking network probes, it is vital t.hat
curious system admini can easily d
what we are doing. Our first clue to them is the
name of our ing host, ches: app and
the domain research.bell-labs.com. This name
itself tells most of the story, and we think this makes
most administrators who do notice the packets nod
and move on to other work.

‘We maintain a web page describing this project
[22]. Tom Limoncelli, who runs the network that
contains our mapping host, has had to field a number
of queries about our activities, added a DNS TXT
record to netmapper’s entry that points to our web
page. In addition, he suggested the worid’s short-
est (and safest) web server to direct queries to the
project's web page (thewebmer;ust cat's a file).

A few ! have lained
They either did not like the probe, or our packets
cluttered their logs. (The Australian Parliament was
the first on the list!). We record these networks in an
opt-out list and cease probing them. Certainly oth-
ers may have simply blocked our packets, or filtered
our probes out of their logs. It would be interest-
ing to compare hosts that were reached early in the
scans and later fell out of sight.

We have been in touch with a number of emer-
gency tbl':rm& groups to uplain our activity. We

ctivity and
satisfy their justifiable curmty Weww.ldhavea
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much harder time justifying our probes if we ran
overt host or part scans, which often precede a hack-
ing attack. We believe only a tiny percentage of
the I, system administrators have noticed our
mapping efforts.

The mapping machine itself is highly resistant
to network invasion: some other network scans have
promoted powerful hacking responses. Of course,
like any other publicly-accessible machine, it could
fall to denial-of-service attacks.

4 Map Layout
We use a force-di d hod similar to p
work (8] {7} to layout the graph. The basic idea is to
model the graph as a physical system and then to
find the set of node positions that minimizes the to-
tal energy. . The standard model employed is spring -
attraction and electrical repulsion. Attraction is
done by connecting any two connected nodes by a
spring. The repulsive force derives by giving each
node a positive electrical charge, so that they repel
each other.

Once you have this model, finding a minimum
has been well studied. In particular, the most

are gradi descem.[ls], conju-

gate gradient{14), and simulated g[13]. We
choose gradient descent because of the ease of coding
it.

Previous work on graph drawing, however, has
considered graphs the size of our Internet dataset
as huge (9] (16), and extending the runtime results
of previous work to our graph and adjusting for a
faster machine yield times on the order of months
to millennia. Thus, the standard algorithms are too
slow for our graph. We employ two tricks to more
quickly compute a layout, at the cost of possibly
being less optimal.

The first trick is replace the electrical repulsive
field with spring repulsion. Imagnethumytwo
nodes which do not share an edge are

tends to give placement based on information high
in the tree. A movie of an early version of the layout
process for Lucent data is available at our web page
{24).

Qur original layouts showed ali the paths. This
resulted in a picture such as Figure 1. While the
middle is mostly a muddle, the edges showed intrigu-
ing details. Note that a 36x40 inch plot is much more
useful—a dense graph is easier to view on a larger
printout. Dave Presotto described this smaller ver-
sion as a hed k on a windshield

The map is coloxed uging IP address; the first
three octets of the IP number are used as the red,
green, and blue color values respectively. This sim-
plistic coloring actually shows many communities
and ISPs quite well.

We can already see features on this map: The
fans at the edges show some interesting communi-
ties: Finland, AOL, some DISA.MIL, and Telstra
(Australia and New Zealand). The middle is very
muddled, showing our ISPs at the time: UUnet
(green) and BBN (deep blue). SprintNet (gky blue)
peek through the sides.

The eye is drawn to the large purple and red
splash, which represents the Cable and Wireless
(cw.net) backbone, formerly the MCI backbone, for-
merly NSFnet. It is clearly the major feature (the
magnetic north of the Internet) on the map. There
are two reasons for this: (i) they are a huge backbone
provider, and (ii) their backbone is an ATM net-
wark, ing well over a hundred nodes around
the world. Since our scanning is run at the IP level
(level 3), this large network collapses to’ a single
point. The smaller “Koosh” balls may be other ATM
networks—we have not investigated this.

This map has changed over time, as we change
our routing and ISP configurations. As we have done
80, the predominant colors have changed as well.

We started collecting and preserving DNS names
for the roum in March 1999. The collection of

] names provides a rich source of data we

infinite strings, to a spring. Thus,nfthenodesare
further apart than the rest length of the spring, there
.is no force applied. If the nodes are are closer than
the spring's rest length, the spring is compressed,
and the nodes are pushed apart. This gives us a -
bounded repulsive force.

The real optimization, however, is laying out the
graph one layer at a time. First the links to our three
ISPs are laid out and the system is iterated until
they stop moving “very much.” Then, all the routers
one hop further away are added, and the system is
iterated (which may move the nodes from previous
levels as well). Then the next hop, and 8o on. This

canuset.oooloxt.hegnphdmwmg For example,
cohncanbese.lecmdbasedonwp—leveldmn,

g the ountry location of the
hosts, orseoond—leveldommn.shmngownenbxpof
hosts.

4.1 Spanning tree plots

Thmxghpmnzedmonsonhmmapmqmte
1 (and qulte

was & mess, and it did:not lock like we could iter-
ate our way out of it, 80 the resuiting map was not
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Figure 1: “Peacock-on-the-windshield” map from data taken in September 1998. The blue and red star at
the bottom is ¢cv.net.

Figure 2: Minimum distance spanning tree for data collected on 2 November 1999. The blue-green star at
the bottom is cw.pet. The black foreground lines are links through net 12/8, Worldnet, one of our ISPs.
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particularly useful.

When we computed and plotted a minimum dis-
tance spanning tree (which we will define as a span-
ning tree of the original graph such that the distance
from the root is preserved), the picture became much
clearer. This is a cheat in one sense: our packets do
not always take the shortest path. But the clutter
in the middle cleaned up nicely (see Figure 2).

If we consider only one shortest path to each des-
tination, our graph turns into & tree, and the layout
program can do a much cleaner job on it. Alterna-
tively, we could have used a graphing algorithm de-
signed to lay out trees of arbitrary size, which tend
wbet‘amt.bu&hggenemlalgonthms.

ing our layout heuristic on the tree results
maverydnﬁemnmap The muddle in the middle is-
gone. The map looks less like a neuron and more like
a coral fan or a space-filling curve. Wecannowtnae
individual paths from our host to most desti

Yugosiavian power grid.

Figure 5 and Figure 6 compare days 39 and 40
of the NATO bombing. It is interesting to note two
large spiny “Koosh” balls in the upper right of the
map have been significantly reduced. This would
seemn to imply that although the core routers at the
center of the “Koosh” balls were not directly dam-
aged, many of the outlying routers were affected,
possibly through power loss.

The maps also reveal that there appear to be
cnly a few distinct routes into the Balkans from our
test host. The power of the mapping technology is
quickly apparent when viewing the limited number
of gateways that appear, showing the connectivity of
Yugoslavian domains with the rest of the Internet.

We detected the resuits of distant damage in an
semi-automated way. We doubt that we are the
ﬁmwconndert.hemmuryusas Theusefu.lnash
limited, b the exact physi ion of most

The cu.net backb is still 1}
somewhat muddled.

We lose about 5% of the edges of the graph when
we throw away this inconvenient data- The edges
still show interesting communities, but we can see
much more now. By eliminating a number of incon-
venient edges, we can make the map more useful,
and traceabie by the eye.

Now we can add those missing edges back in the
background, in light cyan. In some cases, the alter-
nate routes show up nicely. In others, the muddle
uback‘butwtofham'sway Some nodes attract
a of i which the eye
can pick out easily.

What works fairly well for the Internet wntlu

and still

routers isn't known. R.ehmd techmqua will doubt-
leusbeumﬁu{ormomtonngdzemcofothunw

ural di 3 d parts of
the world.

6 Related Work

There are a ber of I data coll and

mapping projects underway. Some have been run-
nmgt’nranumberofyeau sud:asJothunna—

many
networks at Cybergeography [21). An early attempt
by Pansiot and Grad[12] mapped the path to 5,000

g

wonderfully for Lucent's i That n

has “only” 3,000 announced networks (versus some
90,000 registered for the Internet at this writing.)
The full map is shown in Figure 3).

5 Watching disaster

1 4 dis

i have d
tions before; there were stories of ping utilities that
inddmwlymappedthsmdolthslmanetom—
age caused by the Loma Prieta earthquake using
pings. OurdancaptumdoneaspectofNATO
bombing of Yugoslavia in the spring of 1999.
During the first month of the war few if any In-
ternet links were cut. But in early May, the bombing
moved to the power grid, and the resuiting discon-
necuonuclem-lyuhawni.nﬁgm4 The connec-
tivity ’l‘O'VlY lly, the reachabl
routes in neighboring Bosnia also declined. We in-
Med(meeﬂy)thuﬂmnhrelmhrglyonm

M project at USC [10] tries
to get a picture of the Internet at a given instance
in time.

In terms of long-term mapping, k claffy and
CAIDA are collecting a number of metrics from the
Internet with their skitter (19]. They have mapped
the MBone, and collected path data to major web
sites. We choose to map to each known network,
preferring to map to everything that exists, rather
than everything that is used (i.e. the web servers).
Our goal is to discover every poasible path, not just
those in use.

Internet maps are often laid out on the globe or
other physical map. The desire to map the Internet
to geography is compelling, but it tends to end up
with dense blobs of ink on North America, Europe,
and other well-connected regions. However, connec-
tions to distant and mare sparsely connected regions
can be d nicely, ¢.f. Q 's map of
connections to South America.




Figure 3: Lucent’s intranet as of 1 October 1999.

Tegmetante etears buring wer

Figure 4: The number of reachable routers in the .yn domain over the course of the armed conflict.




w1

Figure 5: Map of paths to the Yugoslavian networks 39 of the armed conflict, colored by network.

L? )

Figure 6: Map of the Yugoslavian Internet on day 40, colored by network. The main hubs in the upper right
are still reachable, but they have lost a lot of leaves.
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The problem with this method is the well-
connected areas remain thoroughly inked, without a
prayer of tracing paths through them. One approach
is to simplify the map, showing connections by au-
tonomous systems rather than individual routers.
This is akin to showing the interstates on one map,
and then creating local maps for each state. How-
ever, the AS connectivity graph is, proportionally,
more connected than the IP graph, so the graph is
still not very legible.

Interactive visualization tools can aid in navigat-
ing a database like ours. One can zoom, query, and
browse at will. It is hard to see the entire net clearly
on a screen: there are far too few pixels. However,
H3Viewer {11] {17] is one tool that looks like a good
start to such a tool. It displays a spanning tree of
the graph and allows the user both to navigate the
tree and also view the non-tree edges.

7 Future Work

At present, we are scanning out from a single test
host. If we run the same scans from multiple hosts
throughout the world, we will discover many more
edges, and create a more accurate map of the “mid-
dle” of the I We will di the i

paths to test hosts from the outgoing paths of other
test hosts. Clearly, we need to expand the number
of test locations. If we select enough of these, we
should be able to fill missing links that we can't see
now because we never use them in out-gaing paths.

We originally thought that we would need to lo-
cate computers world-wide, or obtain volunteers to
run our Jorg N her suggested
that we might offer a screen saver that displays
an updated network map, and would perform mod-
est mapping chores from sites scattered all over the
world when instructed from a central site.

Jarg's suggestion is seductive, but it would have
to be engineered very carefully to avoid abuse. The
real problem, however, is that the tracing packets
are slightly noxious. It would be best if we could
preserve the return address, so they always appear
to come from ches-netmapper. This makes filtering
and reporting easier for those who watch and care
about these packets.

Others have suggested that we use loose source
routing to guide the probe packets down the desired
paths. Though some have reported some success
with this approach, we have found that a large ma~
jotity of the Internet either blocks IP packets with
options, or at least refuses to process them. We
could display these nodes on our map—an interest-
ing visualization. There is also the possibility that

such “slow-pathed” packets may end up being routed
differently.

We intend to use IP tunneling to distribute
probe packets. We need volunteers to add a sim-
ple tunnel to their router for us. Then we tun-
nel packets to their router, with return addresses
of ches-netmapper. Packets would trace outward
paths from each tunneling router, and the resuits
neatly returned to us. Sensitive sites would see fa-
miliar packets, though they may come in over new
links. Of course, the tunneling routers would see
each packet twice. ' These wide scans would need a
lot more packets, so we probably couldn’t run them
daily.

The resuiting data ought enable us build a mesh
that closely describes the core of the Internet. We
are not yet sure how to plot it—the data surely will
look like our “peacock” and will need reduction or
interactive visualization tools. And our layout tool
only works on rooted trees at the moment.

There is also a tricky problem sewing this data
together. Traceroutes going in two different direc-
tions through a router may result in the router re-
porting two different IP addresses. How do we deter-
mine that those different IP addresses belong to the
same router? There are several possibilities, includ-
ing looking at the return IP of ICMP error messages
{10).

We will still need to determine the number and
position of sites needed to adequately map the “cen-
ter” of the Internet.

Utilizing & third dimension in representing the
graph is very tempting, either by doing the layout in
three dimensions or using the third dimension to rep-
resent distance from us. The graph is too large for
current VRML implementations that we are aware
of, but ought to be easily handled by rendering en-
gines. The other major problem is in order to avoid
‘background clutter,’ fog must be used, which means
that a viewer only sees a local picture of the Internet
at any given time.

Several people have taken our data to run

ugh their visualization tools. Alas, modern dis-
plays simply lack the pixels to display the whole
thing at once without some form of abbreviation.
We look forward to their results.

‘We now have almost two years of data concerning
the Internet. We would like to create a movie of how
the Internet’s topology has changed over our dataset.
The problem is making the picture for January 12th
look ‘enough like the picture for January 11th that
the movie is fairly simooth while still showing a de-
cent picture for both days. This is complicated by
the fact that companies change ISPs, ISPs change




7

mtunalconnecuvity,lspnchmge peering arrange-
. ments, rwt.mgdecmons,mdlSPsd:m;elhe[P‘
addmmmdwdmrmm

8 Conclusion

’I‘hemappmgwdlmlogcanrevulma;huabwt
large networks. We've used these tools on intranets
as well, to help show our company’s connectivity.
Some intranet mapa clearly show routing leaks and
other errars. We have used colors to show insecure
regions, new and rare d (do-
mains with very few mapped hosts), which usually
dencte a leak or misconfiguration. The maps helped
debug our corporate routing table, which contained
route announcements for 1su.edu and the US Postal

_, Service.

The L maps, while ingly less useful
have certainly excited the media, who lacks good vi-
suals of the Internet. [25] [26). From a less scientific
standpoint, the maps are interesting to look at, and
one publisher created a poster out of it [27).

A number of researchers have picked up the rout-
m;dmbmmdnmxtthm:shthmrmuhuﬂm
tools or run graph-theoretic analyses of it, and oné
paper (that we know of) has resulted so far {4). As
the data collection began in August, 1998, it pro-
vides a good deal of information about routing for a
longer period of time than most routing studies to
date have employed.

9 Availability

Low resolution versions of various maps are avail-
abie on-line [22]. Highreolutbnvemiommsvad
able iall dable high resolu-
dmmpsmnmavaihble.mdtbamppmgand
layout code are proprietary. The authors will at-
tempt to layout interesting data sets on request,
though the programs are tuned for the Internet data
and layouts of significantly different types of data
have not been satiafactory so far.

Our databases are also available at our web site,
both the label database and the route database. His-
toric and current databases are availahle, along with
the explanation of the databagse format from ap-
pendix A.
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A Database format and details-

Each day's run produces three files: the path
database, an updated: list'of router names, and a
log. Each is in text form, suitable for processing by
traditional UNIX filters. All three files.are archived
for long-term reference.

The log ins the collection information, with
some lines containing a Greenwich time stamp.~

A.1 Path database -

The path database contains one line per target net-
work, and is divided into fields separated by white
space. The first field is the target network, in a fa-
miliar form:

135.104.0.0/16

The filters assume that all four octets are present.
The remaining fields are in the form:

- <nape>={<date>:}value

where <date> has the form yyyymmdd, suitable for
sorting (although not Y10K liant)

The field types are listed below. Only the first
four appear in current databases—the rest are dep-
recated and have not been used since fall 1998. Some
fields may appear more than once, representing data
collected at different times. They are usually sorted
by date.

Name Date Value Description

Path yes see below  path to target

Probe yes (none) date of last test

Target yes IP addr host on target net

Whiner yes  email addr don't scan this net

Asnpath no unused deprecated

Name no net owner  not used

Complete no (none) deprecated

Pathdate no date deprecated

The path field ins a P d list

of IP b ibly followed by a teti

code. If no code is present, the path reached the
target. The other. completion codes are:

? sameas!? deprecated

tF ICMP filtered firewall encountered

tH ICMP host unreach. bad guess for the target
tN ICMP net. unreach. firewall, filtered, etc

1R routing loop, deprecated
1L routing loop

1z i . dep o

"o . 1 "

1?7  incomplete 00 response
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A.2 Label database

The label database has one entry per line. Each
entry has three fields separated by white space: an
IP number, a label, and the date (as yyyymmdd) it
was collected.

The label consists of a name as returned by a
DNS PTR lookup. If a domain nameserver reported
“no such domain,” the domain of that ver
is given in parenthesis. This gives some idea of who
owns the IP address. If there is no answer, the label
is the IP number enclosed in less-than/greater-than
symbols: <135.104.63.2>.
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TESTIMONY OF CATHERINE A. ALLEN, CEO, BITS

Good moming, Mr. Chairman, and other members of the Joint Economic Committee. I am
Peggy Lipps, Senior Director of Security and Risk Assessment Initiatives for BITS, the
Technology Group for The Financial Services Roundtable. I am here to present testimony
on behalf of Catherine Allen, CEO of BITS, who regrets not being able to be here in
person. BITS was established in late 1996 to focus on critical issues at the interface of
technology, commerce and financial services. BITS is a not-for-profit industry consortium
and a sister organization to The Financial Services Roundtable. BITS and the Roundrable’s
membership is currently open to the largest integrated financial services companies in the
US. These include such diverse organizations as Citigroup, Bank of America, ].P. Morgan
Chase & Co., Wells Fargo & Co., Capital One, Chubb, Prudential, State Farm, Raymond
James and Goldman Sachs. BITS is not a lobbying organization; instead, we serve as a
business and technology strategy consortium.

The BITS Board of Directors is chaired by James H. Blanchard, Chairman and CEO of
Synovus Financial Corp. The BITS Board is composed of the Chairmen or CEOs of 20 of
the largest integrated financial services companies in the US, representing the banking,
insurance and securities industries. Representatives of the American Bankers Association
and the Independent Community Bankers of America also sit on the Board, assuring
representation of financial institutions of all sizes. The heads of information security for 50
of our member institutions serve as the members of the BITS Security and Risk Assessment
Steering Committee.

Thank you for the invitation to appear before the Joint Economic Committee today. We
would also like to acknowledge Senator Bennett personally. The Senator has met with BITS
on the topic of security and risk management and was a keynote speaker, along with former
Senator Sam Nunn, at the launch of the BITS Financial Services Security Lab.

I would like to discuss with you today these three major topics:

» The seriousness with which our industry takes the issue of critical
infrastructure protection because of the growing interdependencies between core
sectors such as telecommunications, transportation, electric power and financial
services. E-commerce demands a partnership between providers, customers, and all
the intermediaries to ensure a secure environment.

¢ The leadership role that BITS and the financial services industry is taking in
areas of security and risk management and how we are sharing that expertise with
other sectors through the Parmership for Critical Infrastructure Security (PCIS).

® What we believe Congress can and should do to address the issue of critical
infrastructure security, including:

> Supporting public/private sector partnerships;
» Aligning laws and regulations;

> Promoting regulatory equality; and

> Encouraging education and understanding.
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FINANCIAL SERVICES SECTOR LEADERSHIP IN RISK MANAGEMENT
The financial services sector has long been a leader in security assurance. Vigilance and the
dedication of enormous resources over time have allowed us to develop a wealth of
expertise, experience and talent to address issues of security, risk management and
protection against crimes such as fraud.

Online delivery of financial services depends on large and complex public as well as private
networks— security must be built into every part of the system. The shift to electronic, and
increasingly mobile, commerce extends the need for security all the way to the individual
customer and to the implementing networks, servers, software and devices. Our industry is
focused on protection of the integrity of the infrastructure for physical, as well as electronic,
delivery of financial services and has taken steps to assure that the global architecture for
financial transactions is as safe, secure and sound as possible. Our efforts and actions serve
the entire e-commerce environment.

PUBLIC/PRIVATE SECTOR PARTNERSHIP

The financial services industry is dependent on the other core infrastructures— electric
power, telecommunications, transportation— and they depend on financial services for their
core operations. This interdependency is a key concem of both the private sector and the
federal government, and the main reason Presidential Decision Directive 63 recommended a
public-private partnership to address the issue.

The key to ensuring security for all participants in e-commerce is strong cross-sector
involvement. No one sector can address these issues alone. Neither can the government.
Models can be developed, and are being developed within the financial services sector, to
assist all sectors in working cooperatively to ensure the safety, soundness and security of the
infrastructures that collectively support our national economy. Appropriate cross-sector
actions include interdependency vulnerability analysis, information sharing, awareness
building, identification of research and development gaps, and contributions to the
development of an informed and integrated national plan that both industry and government

can use as a business case for action.

BITS’ CROSS-SECTOR APPROACH

Inclusion: We involve all stakeholders in the process. This means including government
agencies, regulators, and vendors in our security-related initiatives and Working Groups. We
work closely with other industry groups on security-related issues. We have a strong
relationship with financial institutions of all sizes, in part as a result the active participation
of the Independent Community Bankers of America, American Bankers Association,
America’s Community Bankers and CUNA in BITS' Working Groups.

Education: We make sure that stakeholders are working from the same basis of knowledge.
We serve in an educational role for our members, representatives of regulatory agencies,
Members of Congress, industry participants, and consumers about risk issues and how to
make the e-commerce and mobile commerce environments more safe and secure.
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Proactive Efforts: We address the vulnerabilities involved with the financial services
sector’s infrastructure— including technology, processes, people and insurance— through
appropriate industrydriven efforts such as establishing self-regulatory guidelines and testing
products against security criteria.

Some examples of efforts to create and build a strong public/ private sector partnership
include:

e PCIS: Founded in 1999, the purpose of the Partnership for Critical Infrastructirre
Security (PCIS) is to promote and assure reliable provision of critical infrastructure
services through cross-sector coordination. The PCIS is embarking on a series of
interdependency vulnerability exercises, broadening early efforts by the Department
of Energy, where it will investigate critical dépendencies and nodes, meet points of
contact from the stakeholder organizations, and develop remediation and protection
plans. BITS s a founding member.

® CIAO: The Ciritical Infrastructure Assurance Office (CLAO) was created in
response to Presidential Decision Directive 63 in May of 1998 as a mechanism to
assist in the coordination of the federal government’s initiatives on critical
infrastructure protection. BITS has been involved since its inception.

. ¢ FS/ISAC: The Financial Services/Information Sharing and Analysis Center
(FS/ISAQ) is a facility for anonymously gathering information on threats,
vulnerabilities, incidents, resolutions, and solutions. BITS has been involved since its
inception and has encouraged industry participation.

¢ BITS’ Financial Services Security Laboratory: Established by BITS in 1999, the

Lab tests e-commerce products against the financial services community’s strong
security requirements.

BITS’ Self-Regulatory Guidelines vetted with regulators and industry stakeholders
Strategic Partnerships with the US Navyand DOD

BITS’ Briefings 1o regulators and Members of Congress

BITS’ White Papers and Alerts to the financial services industry

BITS’ APPROACH TO THE ISSUE OF CRITICAL INFRASTRUCTURE
PROTECTION

BITS uses a risk management model focused on technology, processes and people to drive
our security and infrastructure protection initiatives.

Technology— Our goal is to ensure that technology products developed for our industry
incorporate features and functionality that comply with meaningful security criteria required
for financial services. Vendors do not always include security protections because of the
associated costs, time to develop new versions of products or lack of understanding of the
risks to financial institutions. BITS takes a market-driven approach to influencing vendors
and the product development process. Some examples of those efforts include the
following.
- BITS Financial Services Security Lab and BITS Tested Mark: The BITS
Security Lab tests e-commerce products against security criteria developed by the
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financial services industry. Through workshops, the 12 product profiles against
which products are tested are vetted with govenment agencies, including Navy and
Defense, as well as vendors. The first product to pass the testing process and receive
the BITS Tested Mark is the Hewlett-Packard Company’s HP Virtualvault 4.0.

o BITS Wireless Technologies RFI: Through an RFI (Request for Information)
process, BITS has engaged over 70 wireless carriers, solutions providers and device
manufacturers in a process to identify and address security and end-to-end reliability
issues related to delivery of financial services in mobile commerce.

Processes— As important as the technologies we use, the processes we implement create
the critical infrastructure in which we operate. Processes are more difficult to test but, using
self-regulatory guidelines and best practices, we can dramatically enhance the security of the
infrastructure. Examples of how the industry has addressed security processes include the
following.

o BITS Voluntary Guidelines for Aggregation Services: A good model for how
the financial services industry has created self-regulatory guidelines built upon a
public/ private sector partnership is the work BITS just completed on aggregation
services. Online financial aggregation services allow consumers to see a consolidated
view of all their account information. Increasingly the services will enable financial
transactions as well as provide personalized financial planning services. Over 215
executives from 80 organizations— including regulators, government agencies,
technology providers and financial institutions— created business guidelines for
delivering aggregation services. The BITS Vduntary Gudelines for A ggregution Seruces
address secunty, privacy, customer education and disclosures, data feed standards,
and related legal and regulatory issues.

s BITS Framework for Managing Information Technology (IT) Service
Provider Relationships: The financial services industry increasingly relies on
information technology (I'T) service providers to support the online delivery of its
products and services. This marks a directional change. There is a heightened
awareness of the need for financial institutions to assess and manage the risks
associated with use of such service providers. In the next few months, BITS will
publish guidelines for selecting and managing I'T service providers based on industry
best practices, the secusity and privacy requirements of the Gramm-Leach-Bliley Act
and the FFIEC guidelines. BITS’ Guidelines provide a framework for service
providers and financial institutions to establish appropriate controls. These
Guidelines initially have been vetted with a few regulators and were vetted by a
broader audience of financial institutions, vendors and regulators in June.

¢ Authentication/E-SIGN Working Group: Through a process that maps key
financial transactions, a diverse cross-industry effort is under way to address the need
for authentication processes, including the levels of risk and appropriate solutions—
technological or other— to offset potential security breaches. Ultimately, we hope to
drive the development and implementation of open, interoperable standards for
authentication.

People— People we employ, vendors we use, customers we serve and the agencies that

regulate us have an impact on the level of security of the financial services industry’s
infrastructure. Through research and educational programs, often conducted in concert with
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organtzations such as BAI, EOCHO, the American Bankers Association, the Independent
Community Bankers of America and other industry groups, we are ensuring that the
knowledge and skills, necessary to work as informed partners with the financial services
industry, are provided to address security and risk management issues. We have participated
in educational programs sponsored by, or developed for, federal agencies such as the OTS,
OCC, Federal Reserve Board and the US Patent and Trademark Office. We speak at more
than 100 industry events each year.

Insurance— Even with the best of processes and pmducts no system will be 100% secure.
There will be gaps. Increased concems over security vulnerabilities— and the complexity of
identifying and quantifying vulnerabilities from e-commerce related activities— are dnvmg
need to review the role of insurance. This is both as a solution within an organization's
overall risk management strategy and as an incentive to raise the level and quality of security
within the interdependent critical infrastructure networks. BITS has organized an initiative
to help define and fill the gaps and we have been working with the Critical Infrastructure
Assurance Office ((JAO) to address the role of public and private sector involvement.

CHALLENGES

As we work within our industry sector, and with other sectors, we have encountered some
obstacles to cross-sector cooperation that we would like to bring to your attention. We
believe we can overcome most of these, but some may require assistance from Members of
Congress.

o Awareness of the growing impact of our nation’s dependency on automation
and intedlinked networks, and our interdependency among sectors, is not
universal. The PCIS, working with the Critical Infrastructure Assurance Office
(CIAO) has developed a broad awareness and outreach plan that will target several
key groups, from CEOs and government executives to their staffs, auditors and
systems administrators. Because our economy is reliant on this automation,
interlinked networks and interdependent infrastructures for productvity
improvements, it is important not to view critical infrastructure protection through
only a national security or law enforcement lens. Critical Infrastructure Protection is
necessary to assure all the national benefits of a robust economy. Thus, it is essential
that national preparedness leadership responsibility be recognized and that there be
close coordination of the appropriate government communities with that leadership.

o There are significant real and perceived barriers to information sharing and
vulnerability assessments. The Freedom of Information Act (FOIA) was
designed to provide information to the public on government actions, but some
companies are reluctant to share vulnerability information with the government for
fear of a competitor’s subsequent FOIA request. Also, some public utilities are
reluctant to conduct vulnerability assessments because their state laws require full
disclosure to the public— and such disclosure may undermine consumer confidence,
which would vastly complicate the efforts to make improvements. Sunshine laws
vary widely among the states, complicating the issue even further.

o The Intermet knows no borders, but the various national defense and law
enforcement organizations around the world are bound by archaic physical
limitations. Physical junisdiction is irrelevant in coping with crimes conducted
across borders in minutes and seconds. Several efforts are underway to address the
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intemational dimension of critical infrastructure protection, and the Congress should
be made aware of their implications.

The network security “skills gap” is still increasing. The National Security
Agency’s “Centers of Excellence in Information Assurance” has identified 23
universities with outstanding programs, and the nascent “Cybercorps” scholarship-
for-service program is a good start, but more must be done.

Market forces alone will not provide sufficient research and development to
meet sector economic secutity or national security needs. The PCIS is
conducting a gap analysis of existing and planned critical infrastructure protection
research by industry, academia and government. Purposes of this study are to
identify areas of duplication of effort and highlight needs identified by sectors and
government that wll not be met by the market. The government could use that
report to provide incentives or directly fund needed research to close that gap.
Further, attacks on our critical infrastructure may require cohesive and
comprehensive rapid response plans, similar in scope to those used by emergency
management agencies when addressing natural disasters.

While financial institutions are increasingly providing educational support to their
customers— for example, with recommendations for protecting their personal
computers’ security when conducting online financial transactions— much more
cross-sector and pervasive education is needed for the general public.

RECOMMENDATIONS
* We propose that you and other Members of Congxess consider the following
recommendations in approaching this critical issue of infrastructure protection:

Support Public/Private Sector Partnerships: The kinds of voluntary guidelines
and business practices we have described, as well as the work of the PCIS, have in
fact already enabled effective self-regulation and cooperation across sectors. We.
believe that this strong public/private partnership wll continue to work and should
be supported through national leadership and government comrmmity organizations.
Align Laws and Regulations: We have taken the responsibility to make coherent
industry-based recommendations available throughout the financial services sector.
We believe the government can play a similarly effective role in rationalizing the
national legal and regulatory framework across sectors. A great deal can be lost, in
effectiveness and in dollars, when institutions have to respond to a wide variety of
conflicting laws and regulations on security and privacy. For example, there may be
a need for federal pre-emption of state laws in critically important areas such as
privacy and security. The bottom line is that differing, and sometimes conflicting,
laws and regulations dissipate our resources and actually increase security risks and
vulnerabilines. ’
Promote Regulatory Equality: Ensure that all entities offering financial services
are required to adhere to the same meaningful standards for security and privacy as
do cunently regulated financial institutions— especially as the line between financial
institutions and IT service providers blurs.

Encourage Education and Understanding: We want to continue to work
collaboratively with you to foster the growth of electronic commerce in the kinds of
safe, sound and secure ways that are necessary for the confidence of consumers and
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the growth of our economy. We would be happy to provide briefings, prepare white
papers, provide experts, and work in whatever ways are appropriate to assist you and
others in understanding the critical nature and complexity of issues involved in the
security of our critical infrastructures,

CLOSING THOUGHTS

Mr. Chaiman and Members of the Committee, I have given you our perspective about how
serious the issue of critical infrastructure protection is to the financial services industry; the
leadership that BITS, the PAS and other members of the financial and security communities
have taken; and some recommendations about ways Congress might approach this issue.

We believe that the strong public/ private sector partership that is emerging is the right
approach. We will work with your Committee and other Members of Congress to suggest
more specifically where laws and regulations need to be aligned, where regulations should be
applicable in order to have all players adhere to security and risk management principles, and
where further education and understanding are needed.

I want to acknowledge the cooperation and assistance of the PCIS in preparing this
testimony.

Thank you for this opportunity to testify. I am happy to answer any questions you may have
and we would be pleased to meet with the Committee staff or any Members personally to
discuss aspects of the testimony in greater detail.

FOR ADDITIONAL INFORMATION

Catherine A. Allen, CEO

Peggy Lipps, Senior Director
BITS

The Financial Services Roundtable
805 15" Street NW/, Suite 600
Washington DC 20005

(202) 289-4322 Phone

(202) 289-0193 Fax

cathy@fsround.org
peggy@fsround.org
www.bitsinfo.org
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APPENDIX

THE CURRENT ENVIRONMENT IN CYBERSECURITY

While new technologies create new opportunities, they also open the door to new kinds of
attacks, new threats, and new vulnerabilities. Approximately 100 types of new
vulnerabilities are added monthly to Mitre’s Common Vulnerabilities and Exposures (CVE)
list. Artacks include cyber-extortion of stolen data, mass theft of credit card information,
automated denial of service, and cases of organized hacker groups acting collaboratively to
target US e-finance and e-commerce sites. All these risks have the potential to negatively
affect the economy, our nation’s security, and certainly consumer confidence.

The Computer Security Institute (CSI) reported in March 2001 the results of its sixth annual
“Computer Crime and Security Survey.” The survey confirms that the threat from computer
crime and other information security breaches continues unabated and that the financial toll
is mounting. The most serious financial losses occurred through theft of proprietary
information and financial fraud. Losses from viruses, insider abuse of network access, and
system penetration by outsiders were also substantial. According to the Survey:
®  “For the fourth year in a row, more respondents (70%) cited their Internet
connection as a frequent point of attack than cited their internal systems as a
frequent point of artack (31%).”
*  94% detected computer viruses, up from 85% in 2000,
¢ 40% detected system penetration from the outside, up from 25% in 2000.
*  Specific to e-commerce over the Internet, 78% reported denial of service, up from
60% in 2000 and 13% reported theft of transaction information, up {rom 8% in
2000.
As a result of such attacks, the security products and services markerplace is predicted to

grow at a rate of 28% every year through 2005. Spending on security among the largest 2500
global US-based firms will increase by 55% in the next two yeass.
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Chairman Saxton, Senator Bennett, Senator Reed, and members of the Committee. I am
pleased to be able to support your examination of cyber security in the U.S. economy.
This is a difficult, multifaceted challenge. This morning I'd like to briefly highlight a few

. of the major issues related to cyber security that I believe require attention and that you
may wish to examine in greater detail.

For perspective, I have been involved with cyber security matters for some time both in
government and in industry. Currently SAIC provides support to the Department of
Defense and several civil agencies, including supporting the FEDCIRC Incident
Reporting and Handling Services, as well as commercial firms. We developed and still
have an interest in a commercial security firm ~ Global Integrity — that created and
operates the first Information Sharing Analysis Center, or ISAC, for the financial services
industry — as well as ISACs for global firms and for Korea. I personally am active with
the Industry Executive Subcommittee of the National Security Telecommunications
Advisory Committee, commonly known as the NSTAC. In 1994 and 1999, I was a
commissioner on both of the Secretary of Defense/Director of Central Intelligence-
sponsored Joint Security Commissions that addressed cyber security, among other topics.
I chaired the 1996 Defense Science Board Task Force on Information Warfare Defense.
And as the assistant secretary of defense for C31 in the previous Bush administration, [
initiated the Defense Information Assurance Program and the Department's information
warfare program. ’

In the seven years since the first report of the Joint Security Commission, which included
the observation that “the security of information systems and networks [is] the major
security challenge of this decade and possibly the next century and ... there is insufficient
awareness of the grave risks we face in this arena,” there has been progress. ISACs are
enabling some industry sectors to share information on cyber threats. Presidential
Decision Directive 63 organized efforts to address the critical infrastructures of the
United States, and similar efforts are underway in several other countries. The
Department of Defense has established a Joint Task Force for Computer Network
Defense and has assigned operational control to USCINCSPACE. Firewalls are in
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widespread use and there has been modest improvement in training the work force on
how to react to cyber events like viruses.

However, in my view, the rate of progress has been slower than the growth of the
potential threat, and overall we have lost ground. A number of nations are developing
information warfare skills; technology has gotten more complex; we have had
deregulation of the telecommunications industry and are entering an era of converged
services for voice, video and data; and, our commercial software packages are so large
and complex that we cannot be sure what they contain. Further, the Internet has gotten
too big to monitor effectively. In May of this year there were over 122 million Internet
hosts, and the University of California at Berkley estimates there are 550 billion web- -
accessible documents, growing at 7.3 million pages per day. And in the next one to two
years English will no longer be the dominant language of the Internet as much of Asia
comes on line.

The failure to act is another major contributor to why we have lost ground. For a decade
we have had study after study and report after report pointing out that our economy and
* our national security depend on the flow of information and that this flow is at risk.
Numerous scenarios have suggested that the interconnection of systems and cascading
effects can result in major disruptions to our economy and our national security systems.

These studies have also shown that we don’t have to spend the gross national product or
wait a decade to significantly improve our security posture and that we can take sound
steps to protect systems and networks without trampling on civil rights.

So the question is: why haven’t we taken the necessary steps to address the cyber threat?’

I can think of four factors that contribute.

e One: this is technically complex and hard to understand - a high geek factor — and
that makes it hard for policy makers to engage.

e Two: every dollar that would go into protection, detection and reaction is a dollar that
comes out of some mission or business function.

* Three: there is no oversight mechanism that holds federal agencies and critical
business functions accountable. And,

¢ Four: we are treating this as a tactical, not a strategic problem.

To amplify, I'll start with critical infrastructure protection. This effort traces its
legislative roots to Section 1053 of the National Defense Authorization Act for Fiscal
Year 1996, entitled Report of National Policy On Protecting the National Information
Infrastructure Against Strategic Attacks. This was known as the Kyl Amendment after its
sponsor, Senator Kyl.

This legislation called for the President to submit to the Congress a report setting forth
the results of a review of the national policy on protecting the national information
infrastructure against strategic attacks. The report was to address the national policy and
architecture governing the plans for establishing procedures, capabilities, systems, and
processes necessary to perform indications, waming, and assessment functions regarding
strategic attacks [emphasis added] by foreign nations, groups, or individuals, or any other
entity against the national information infrastructure.
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Subsequently, the President's Commission on Critical Infrastructures was established and
the commission delivered a report entitled Critical Foundations Protecting America’s
Infrastructures. The recommendations in the report led to the creation of the National
Infrastructure Protection Center (NIPC) and related activities. In my view, the
commission and its report did not fully come to grips with p/reparation for strategic attack
as called for by the Congress but rather turned to more tractable tactical matters.

In April of this year the General Accounting Office released a report {GAO-01-323]
entitled Critical Infrastructure Protection: Significant Challenges in Developing National
Capabilities. While highlighting some progress in investigation and response support, the
report notes several areas that need attention, particularly in aspects of national security.

I understand the current administration is addressing the government's critical
infrastructure protection strategy and the specific requirements of the NIPC and hope
they fully address the challenges and shortcomings identified by the GAO.

The decision to place the NIPC in the Justice Department led to law enforcement
assuming the role as the front line of cyber defense. Once again, this focused efforts at
the tactical level. Today, by default, the NIPC considers a cyber intrusion to be a crime.
This has led to a lot of focus on hackers and on computer viruses. Clearly these activities
require attention, but [ do not believe they rise to the level of a strategic attack on the
national information infrastructure.

This is not to fault the important work or dedication of the law enforcement entities as
they fight crime in the cyber arena. It is just that law enforcement is not a sufficient
response to this strategic challenge. More importantly, because of this tactical focus, as a
nation we are not addressing the architectural strategies and recovery capabilities that can
both deter and ensure we can recover from strategic attacks.

The Defense Science Board Task Force on Defensive Information Operations, 2000
Summer Study, March 2001, notes “Current policies and legal interpretations at the
NIPC, the FBI, and the Justice Department ... have prevented timely and effective
informatjon sharing about potential national security risks.”

Today there is no effective process in place to rapidly shift from a law enforcement
posture to a national security posture. Nor is there a coordinated effort to be able to
rapidly restore vital functions that are essential to the national defense or to the national
economy.

These are areas that require attention. The Department of Defense should be required,
and empowered, to take all appropriate steps to engage and repel intruders from its
computers and networks without having to first resort to the criminal justice system.
When warranted by circumstance, the DoD should also be prepared to participate in the
protection of networks of critical importance to the national economic security.
Maintaining an agile, robust, ability to defend the nation must have priority over criminal
prosecutions.

Let me briefly turn to accountability. For over ten years the federal government has
promulgated sound information security policy in OMB Circular A-130. If this policy
had been followed over the years the protection of information in the government would
be in much better shape than it is today. I suspect industry would have followed the
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government leadership and also improved its security posture. However, I am unaware
that anyone has been held accountable for not following that clear policy.

The Congress addressed this lack of accountability with the enactment of the Government
Information Security Reform Act as a part of the FY2001 National Defense
Authorization Act. The Security Act directs heads of agencies to identify, use, and share
best security practices and to develop agency-wide information security plans, and to
ensure sufficient protection “commensurate to the risk and the magnitude of harm that
could result.”

I'applaud the Congress for this legislation and urge the Congress to provide strong
oversight to ensure this legislation is followed in letter and spirit and not just given the lip
service that has been the case for the past decade. However, I expect that we may see
some interesting interpretations of “risk” and “harm” as agencies attempt to avoid
reallocating funds for information protection.

Another major challenge that requires attention is the sharing of information about cyber
incidents between businesscs, between governments, and between the government and
business and academic entities. The GAO report I cited earlier reports some progress in
this area but notes that many challenges remain. I urge both government and industry to
more freely share information that reveals cyber weaknesses. I understand legislation is
being considered to protect information exchanges on cyber incidents between industry
and government from release under the Freedom of Information Act and to provide some
antitrust protection to information sharing on cyber threat within industry groups. Such
legislation would be a useful step.

Most importantly, I believe we must begin to address cyber and Internet issues from a
broad, strategic point of view, not get overly focused on the equities of any particular
government constituency.

In conclusion, I believe we rieed to take a fresh look at the challenge of a strategic attack

through or on the nation’s cyber infrastructure. I believe the federal government needs to
better clarify the issues and better characterize the strategic threat for the private sector.

This concludes my statement. I would be pleased to answer any questions you may have.
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Thank you Mr. Chairman,

It is a pleasure to be with you this morning to discuss this
important topic.

I am Al Edmonds, President of EDS’ Federal Government-
Information Solutions organization. In that position I am
responsible for all of EDS’ relationships with US federal,
civilian and military clients.

EDS is a global services company that provides strategy,
implementation and hosting for clients managing the
business and technology complexities of the digital
economy.

We bring together the world’s best technologies to address
critical client business imperatives. With over 120,000
employees in 55 countries, EDS serves the world’s leading
companies and governments.

The subject of this hearing is especially timely.
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Monday’s USA Today reports that cyberspace is the next
“battlefield” and that the U.S. and other countries are
hurriedly making preparations for information warfare.

While the article discusses the challenges facing our
military, the prospects of global cyber security have to be
of concern for all of us.

The USA Today article reminided me that I want to make a
very specific point in today’s hearing...that cyber security
is a global issue. The Internet is global.

The threats to our national and economic security may
come from any place in the world. Our economy and
national security establishments are global, linked by

 business trading partners and formal governmental
alliances, such as NATO.

We must be cautious not to think about these issues in only
a domestic context. The future of the digital economy
hinges on a secure Internet. It is that simple.

Our nation’s national security is faced with new risks, as
are public safety, law enforcement and economic security.

When I say economic security, I am referring to the
security needed to protect the commercial businesses and
industries that make up the U.S. economy. National
security and economic security are closely related.
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So, while the benefits of the Internet continue to accrue
enormous benefit to U.S. citizens and businesses, we as a
nation continue to face the reality that the Internet is
vulnerable to attack. We saw just last year the huge costs
related to a denial of service attack.

The “I Love You” virus, estimated to cost approximately
$8 billion, was just a forerunner of what we can expect as
our economy and those of other countries become
increasingly interconnected.

The FBI reports that 90% of 273 U.S. corporations
surveyed reported security breaches in 2000, with an
estimated loss of nearly $300 million.

Although the economic cost of last year’s denial of service
attack and the “I Love You” virus was considerable, I think
the bigger loss was of the #rust that individuals, businesses
and governments have the reliability and safety of the
Internet.

Add the threat of cyber terrorism to a daily dose of viruses,
fraud, and money laundering, and it’s not hard to see that
we have major issues that demand the close attention of
Congress, the Administration and industry leaders. It’s

‘\c{ear that the Internet is a host for the “crime backbone” of
the new economy.

The cost of protection is going to be high. The market
analyst firm IDC predicts that spending on cyber security
will increase 21% annually to $17 billion in 2004.
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I would also suggest that you don’t be misled by the recent
failure of dot.coms. Governments and businesses are
continuing to invest in infrastructure, applications and
transition to the Internet because the benefits are potentially
huge.

Companies are using the Internet to develop new business
models that provide lower cost and lower prices. That’s
good for US businesses who must find new ways to
maintain their competitive edge in the global economy.

The Internet continues to be a way for businesses and
government to lower costs and to reach their customers
trading partners and for government, their constituents.

So, it’s pretty clear to all of us that no nation can afford to
have its telecommunications systems at risk.

No nation can afford to have its financial system attacked
by criminals.

And none of us can afford to have our energy distribution
disrupted by hackers.

This wonderful medium that will transform how we will
live, work and govern will become much more valuable if
it is secure; reliable and always available.
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So how do we solve these cyber security issues? What role
should the federal government play? What action should
Congress take? What should industry do?

I have a short list of ten recommendations that I would like
to run through quickly. Most of these recommendations
have been well thought out and adopted by CEOs all over
the world.

My Chairman and CEQ, Dick Brown, has been a leader in
numerous CEO groups that developed many of these
recommendations.

First, Make greater investments in information assurance
technology and services. There’s clearly an increased need
for more investment by businesses and governments in
information assurance technology and services to improve
cyber security and fight cyber crime.

Second: Partnership and cooperation. US industry and the
federal government with law enforcement and national
security must continue on the current path, to work together
in close partnership. Cooperation and partnership are the
keys to success, because the government cannot solve these
issues alone. Nor can businesses.

Third: Industry leadership. Because the Internet is mostly
owned and operated by businesses, industry leaders must
take the lead in cyber security.
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Industry leadership means more attention to sharing
information about risks and vulnerabilities, greater
investment in information assurance services and driving
business-to-business security standards.

Fourth: Information sharing and analysis. This is a vital
role for industry, to create industry information sharing and
analysis centers (ISACs) to share information about cyber
attacks, vulnerabilities, countermeasures and best practices.
Several ISACs have been created. We need more.

If the federal government removes certain barriers,
businesses will be more inclined to share information with
government agencies.

If businesses share this kind of information with each other,
and with the government, the entire community of users
will be stronger and better able to fend off attacks or lower
the risks of operating on the Internet.

I believe that information sharing is critical to addressing
the cyber security issues.

Fifth: Lead by exémple. The federal government should be
a model in cyber security practices and technology.

Number six: Develop federal policy in close coordination
with U.S. state governments and other nations. Federal
preemption will prevent a patchwork of policies that will
only create barriers to success.
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Seven: Shortage of skilled workers. All governments and
U.S. companies need more highly trained skilled workers in
security technologies and methodologies.

Eight: Avoid cost shifting. As the federal government
develops policy for cyber security, avoid shifting the cost
of those policies directly to the builders and users of the
Internet. The cost should be shared broadly.

Nine: Privacy. Recognize that the consumer sees privacy
and security as one and the same. We know that they are
different in legal requirements and other areas.

And finally, regulatory oversight must be part of the
equation. Regulatory bodies should refine their oversight to
address cyber security issues with regulated industries. I
am not suggesting more regulation, just greater attention to
minimum actions that regulated industries should be
incorporating into their businesses.

The Digital Economy has erased national borders, removed
economic barriers and allowed enterprises to become truly
global.

The Digital Economy has linked businesses with their
customers and suppliers in ways never before imagined. It
also promises great prosperity.

But we must be vigilant. The Digital Economy depends on
security and trust.
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Together we can provide both through a close collaboration
of government and industry. Let’s all make cyber space
safe for all of our constituents.
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Frank J. Cilluffo
Co-chairman, Cyber Threats Task Force
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Center for Strategic & International Studies

Chairman Saxton, Chairman Reed, Senator Bennett, distinguished members of the
committee, I appreciate the opportunity to submit to you today, for the record, my
thoughts on U.S. cyber security policy and its implications for economic security. In
holding hearings on this issue, the Committee should be commended for its foresight. For
too long on the cyber front, we have been focused on the “beep and squeak” issues, to the
neglect of the bigger picture, incorporating the economy and beyond. By seizing this
opportunity to identify gaps and shortfails in our current policies, we are taking a
significant step forward: we are paving the way for the future by laying down the outlines
of a solid course of action that will remedy existing shortcomings.

This hearing is all the more timely because a new National Plan relating to the cyber
arena is scheduled to issue from the executive branch at year’s end. Likewise, it seems
that an Executive Order (EO) on the same subject, titled “Security in the Information
Age,” is near completion. This EO has grown legs and is currently being circulated for
comment. And, in his first National Security Presidential Decision (NSPD 1),
promulgated on March 5, 2001, President Bush emphasized that nationai security also
depends on America’s opportunity to prosper in the world economy. Indeed, cyber
security lies at the core of our economic prosperity, which is our “nerve center” - and
President Bush and his team should be congratulated for having taken a leading role on
this front.

As both Congress and the Executive consider how best to proceed in this area, we should
not be afraid to wipe the slate clean and review the matter with fresh eyes. To this end,
we should ask: what has worked to date? What has not? What are the gaps and shortfalls
in our current policies? Though it is crucial to conduct our review with a critical eye, it is
equally important to adopt a balanced viewpoint — one that appreciates both how far we
have come and how far we have to go.

Fortunately, centers of excellence do exist — and we should leverage and build on them.
Only now, with the requisite amount of water under the proverbial bridge, have we
amassed sufficient knowledge and experience to formulate the contours of a
comprehensive cyber security strategy — that is, one that encompasses prevention,
preparedness and incident response, vis-a-vis the public and private sectors, as well as the
interface between them.
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Such a strategy would generate synergies and result in the whole amounting to more than
simply the sum of the parts (which is not presently the case). Such an approach would
also offer enhanced protection for the “nerve center” that is the U.S. economy.

A Brief Snapshot

Information technology’s impact on society has been profound and touches everyone,
whether we examine our economy, our quality of life, or our national security. Along
with the clear rewards come new risks and a litany of unintended consequences that need
to be better understood and managed by our industry and government leaders.

Unfortunately, our ability to network has far outpaced our ability to protect networks.
Though the myth persists that the United States has not been invaded since 1812,
invasion through cyberspace is now a daily occurrence. There is no shortage of examples
of our vulnerability, based on past red team exercises. Likewise, demonstrated
capabilities — fortunately, without truly nefarious intent — are also in evidence. Already,
we have seen a young man in Sweden disable portions of the emergency 911 system in
Southern Florida, and 2 Massachusetts teenager disable communications to a Federal
Airline Aviation control tower.

Luckily, however, we have yet to see the coupling of capabilities and intent (aside from
foreign intelligence collection and surveillance), where the really bad guys exploit the
real good stuff and become more techno-savvy. But, while a window of opportunity
remains for us, it will not stay open forever. It is only a matter of time before the
convergence of bad guys and good stuff occurs. Clearly, we can no longer afford to rely
on the two oceans that have historically protected our country. Instead, we must develop
the means to mitigate risk in an electronic environment that knows no borders.

Against this background, we need a true national debate on infrastructure assurance and
we need to re-think national security strategy — and, by extension, economic security and
our nation’s security — accordingly. It can no longer be a case of the government leading
and the private sector following. In other words, Silicon Valley and the Beltway, where
the sandal meets the wingtip, must stand side by side and on equal footing in addressing
these issues and formulating responses.

Buflding a Business Case

Cyber security and its implications for economic security represent twenty-first century
challenges. Twentieth century approaches and institutions simply will not work. Instead,
we need new organizations, novel management practices and an array of new tools.
Though this is not an area where government can go it alone, it can — and must — set a
good example. In fact, only through leading by example can the government realistically
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of them.

But, while government is eminently well suited to do certain things, others are best left to
industry to do. Put another way, just as important as identifying what government should
do, is identifying what it should not do. What follows below is an attempt to put flesh on
these skeletal statements in so far as they relate to cyber security and its implications for
economic security.

Before proceeding to focus on sector-specific (that is, public and private) strategies,
however, I would like to lay out briefly a few general guiding principles. In particular, a
solid approach to critical infrastructure protection and information assurance (CIPIA)
must, in my view, be centered on three “prongs,” namely: policy, technology and people.
Underpinning this triadic structure must be education and awareness, and superceding it
must be leadership. Without leadership, the entire structure crumbles because policy
priorities are only sustained if they are supported by political will and the necessary
resources.

1. Government: Leading by Example

The starting point for discussion here must surely be PDD 63. Promulgated in May 1998,
this Directive established a structure to protect critical infrastructure. Among other
things, PDD 63 created a National Infrastructure Protection Center (NIPC); a National
Infrastructure Assurance Council (NIAC); and a Critical Infrastructure Assurance Office
(CIAOQ). Unfortunatety, this Directive has proved to be long on nouns and short on verbs.
Put another way, planning is everything — plans are nothing: the time has come for
implementation and execution.

But planning, implementation and execution are all complicated by the fact that the
government is presently organized along vertical lines — even though cyber security
constitutes a cross-cutting mission. Among other things, this makes it difficult to assure
accountability. Against this background, we need to streamline and re-adjust the
workings of our public sector, and coordinate its constituent components so as to increase
efficiency, clarify responsibilities and heighten accountability — all the while bearing in
mind that outreach to the private sector is equally critical.

Recommendations for action on the public sector side follow below. They are organized
topically so as to reflect the preferred three-pronged approach to CIPIA mentioned above.

@) Policy

Critical to the public sector effort is having, at its apex, a single individual endowed with
the requisite powers and responsibilities to make the system work. To this end, we should
appoint a senior government official with clout or “teeth” — that is, an Assistant to the
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President for CIPIA or a Deputy National Security Adviser within the National Security
Council - whose efforts would be institutionally supported. This position would be
confirmed by Congress and, among other things, would be empowered to issue directives
regulating the security of federal agencies’ information technology and systems; and
conduct audits/inspections so as to ensure government-wide (federal) civilian agency
accountability in the area of cyber security. In addition to formulating and overseeing, on
an annual basis, a one-year plan containing specific milestones to be met by the
government, this position would also be responsible for shepherding the interagency
community to develop five-year plans and RDT&E efforts.

The foregoing proposal, with its centralizing features, is intended to streamline and
replace the myriad of structures that currently exist. Notably, a similar motive apparently
underlies the EO that is currently being formulated. There is a good chance that the EO
will establish some sort of a Board, with a Chair, with an eye towards clarifying and
delineating responsibilities in the area of cyber security, and heightening accountability.

Returning to my own proposed architecture, a central office, presided over by an
Assistant to the President, could be tasked with crucial operational and administrative
responsibilities. For instance, it could assemble an expert review team — in effect, a “red
team” of 25 to 30 people possessing requisite technical skills ~ with an eye toward risk
mitigation. And, in conjunction with the General Accounting Office, the red team could
be tasked with testing for federal government agencies’ (cyber-related) vulnerabilities
and with identifying best practices. In fact, I would go so far as to suggest that there
ought to be required, by law, an annual test of each agency’s vulnerabilities and
capabilities (with the latter assessing their ability to respond to events). Further, based on
the results of the annual testing process, we could derive baselines that would be
applicable across the board, so as to hold all agencies subject to the same standard of
account.

(ii) Technology

By way of illustration, a central intrusion detection center — initially directed only
towards federal government operations and systems — could serve a series of critical
functions:

e First and foremost, such a center could provide the government with indications
and wamning (I&W) of intrusion and attack.

» Second, the center could, in conjunction with its principal function, create an
“infocon” system (analogous to the “defcon” warning apparatus), which would
spur the taking of additional precautionary measures in response to a wamning of
intrusion or attack.

e Third, the center could maintain the ability to deploy an emergency response team
for incident management.
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¢ And fourth, the center could regularly disseminate software patches of known
vulnerabilities throughout the federal government in non-crisis situations.

(iii)  People

In leading by example, however, it is crucial that the government pay heed not only to its
own organizational structure but also to the human side of the equation. This is where
education and training come in. Here, at least two key issues arise: the cultivation of
technical expertise and capability, as well as the formulation of appropriate (if not best)
management practices.

My own position on education and training is quite radical: we should establish an actual
discipline, at the university level, in information assurance. This would involve the
creation of an actual field of study (not just a degree program) that would bring together
into a cohesive whole a variety of subject areas (such as electrical engineering, computer
science and information security) that are currently dealt with in piecemeal fashion. And
this is more than simply an idle recommendation. Indeed, it is a matter of concemn that an
exceedingly high percentage of students presently pursuing studies of this sort are foreign
nationals. Together with universities and industry, government could provide the impetus
for an initiative of the type described. The same trio of actors could even co-fund the
endeavor, with the expectation that all three would ultimately benefit from bringing the
project to fruition.

From the government’s perspective in particular, the aim would be to attract the best and
the brightest to public service for at least a portion of their careers. Unless we succeed in
doing so, in the long run, our national security will suffer. Put another way, recruitment
and retention are, for the public sector, issues as pressing as education and training.
Further to this point, I would suggest that we introduce reward programs that would not
only lay out a promotion path but also establish recognition mechanisms that would stand
alone (separately from promotion per se). Relatedly, pay scales for those with relatively
rare but highly prized skills should be revisited and adjusted upwards. (Though President
Clinton’s National Plan for Information Systems Protection did speak to training and
recruitment, the Plan did not address squarely the challenge of retention within the public
sector).

2. The Private Sector: A Crucial New Partner

Government can — and should — also provide specific incentives to the private sector to
better protect its own systems. For instance, government could act as the catalyst for the
establishment of industry-wide standards for information assurance in different business
sectors, and could establish liability limits against disruption of service for companies
using security “best practices.” Equally, tax breaks or equivalent “credits” could be
accorded to companies that use certified safety products and enforce specific types of
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security procedures. (The mechanism for certifying the safety and effectiveness of
security products should be the consensus product of a private-sector dialogue that
government should facilitate).

Government could also grant relief from specific provisions of antitrust laws to
companies that share information related specifically to vulnerabilities or threats.
Notably, the Freedom of Information Act (FOILA) has been a significant obstacle to
public-private information sharing to date because companies run the risk of having
sensitive or proprietary data compromised if it is revealed to the public, and fear damage
to shareholder confidence if vulnerabilities are publicly acknowledged. Fortunately,
FOIA-related obstacles are now being recognized and addressed, and Senator Bennett in
particular should be commended for his leadership in this area.

Furthermore, government could provide extraordinary liability relief to the private sector
in the case of cyberwarfare (similar to the indemnification authorities set up in the case of
destruction of commercial assets through conventional warfare). Financial relief for
digital disasters would have insurance companies insuring to a certain level, with
government intervening in cases of massive outages or shutdowns. Likewise, a
consortium of insurance, software and hardware companies could create a pool for
reinsurance purposes.

Although quantifying risk in the cyber area is difficult because of the lack of experience
and actuarial data, insurance companies should be encouraged to include in their
portfolios limited liability indemnification policies against cyber disruption. Here,
govemnment should be the catalyst, not the enforcer, for the creation of parameters and
standards.

In addition to “incentivizing” the private sector in the ways outlined above, government
should seek to solidify partnerships between the public and private sectors. Already,
under the auspices of the CIAO, the Partnership for Critical Infrastructure Security has
brought together hundreds of leading corporations and various federal agencies to address
the problems of infrastructure assurance. This is a good example of a step in the right
direction — but we need to do more.

By way of illustration, we should try to improve public-private cooperation through
information sharing on: vulnerabilities, warnings of ongoing attacks or threats, hacker
modus operandi, and solutions and defenses to established threats and attacks. In doing
so, we should try to learn from our experience with the National Infrastructure Protection
Center (NIPC). Looking to the future, we should aim to leverage the NIPC’s strengths
and encourage it to focus on investigations. Recent criticism of the Center is to some
extent unfair because the Center was tasked from the get-go with “mission impossible.”
In any case, both the NIPC and the FBI which houses it, should be encouraged to focus
on core competencies. At the end of the day, the NIPC, as an initiative, represents a good
start — but one that must be supplemented with more robust models.
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Cross-sector cooperation on information sharing is especially important because each
sector has its own comparative advantage: whereas government possesses the core
insights on CIP from a national security perspective, the private sector possesses the core
insights on information security management. With this in mind, government should
continue to assist the private sector by interacting constructively with information sharing
and analysis centers (ISACs), which are sector-specific associations on the industry side,
and by continuing to facilitate cyber security discussions within these various sectors
(including banking and finance, telecommunications, and information technology).

Key Issues and Challenges

The suggestions above are not exhaustive, of course. And, even if it were possible to
cover the field, it must be conceded that no matter how concerted our efforts are, there
will be failures, whether in the public or the private realm. For this reason, reconstitution
(that is, the restoration of essential systems and services) is a matter that we cannot afford
to ignore. Indeed, continuity of operations and government may be the key to deterrence:
if we can restore our systems and provide business continuity in relatively short order
following an attack, the incentive to engage in further attacks of the same sort in future
should be diminished.

Our policies in response to threats of any kind, moreover, must not stifle the engines of
innovation that drive our economy and enhance our lives. We cannot afford to overreact
or put up too many virtual or physical walls. Indeed, the worst possible victory granted
cyber attackers would be one that compromised our precious, hard-won rights and values,
leaving our society less open, less tolerant and less free. Put another way, it simply makes
no sense to infringe upon civil liberties in order to preserve them.

In particular, some seem to think that privacy, security and electronic commerce are
mutually exclusive. This is just not so. The “game” is not zero-sum: we can — and should
— ensure privacy, security and e-commerce. Indeed, I would go so far as to say that you
cannot have privacy without security, and without security, e-commerce can never
flourish.

Plainly, the challenges that we face are great. But we, as a nation, are up to the task. At
the end of the day, it all comes down to leadership —not only in government, but in the
private sector and on the part of individuals, too. Critically, the president and Congress
must demonstrate political will on this matter. But that alone will not be enough. We all
share responsibility for this issue and we must all muster the will, and be prepared to
contribute the resources, to deal with it.

In closing, I offer the comments above in the spirit of this hearing, that is, to determine

the best course of action. For the past year, I have co-chaired with Arnaud de Borchgrave
a Task Force on Cyber Threats, coordinated by Sharon Cardash, as part of the Homeland
Defense Project at the Center for Strategic & International Studies. This is not to say that
we (CSIS) have all the answers. To the contrary, our recommendations represent just one
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possible course of action among many — and it is up to you, Congress, to decide, together
with the executive branch, precisely which course should be pursued.

Thank you for the opportunity to share my thoughts with you today. It is with sincere
regret that I offer apologies for being unable to appear before you in person. If, however,
you have any questions for me, I would be delighted to answer them either in writing or
in person. I look forward to working with you in future.



